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Autocrypt aims to incrementally and carefully replace cleartext e-mail with end-to-end encrypted e-mail. This
differs from the traditional approach of maximizing the security of individual mail communications. Sometimes
Autocrypt recommends to send cleartext mail even though encryption appears technically possible. This
is because we want to avoid unreadable mail for users. Users may mix both Autocrypt-capable and traditional
mail apps and they may lose devices or in other ways the ability to decrypt in unrecoverable ways. Reverting to
cleartext when we suspect such situations is a key part of our aim to stay out of the way of users.

Another major difference in approach is that Autocrypt Level 1 only defends against passive data collection at-
tacks. We share and support the new perspective stated in RFC7435 (“Opportunistic Security: Some Protec-
tion Most of the Time”)'. Protection against active adversaries (those which modify messages in transit) is the
aim of future specifications.

Level 1 makes it easy for users to encrypt, based on an automatic and decentralized key distribution mech-
anism. There are no dependencies on key servers and it is meant to work with existing e-mail providers.
Level 1 focuses on the use of Autocrypt on a single device. Users get rudimentary support on using Autocrypt
on more than one device or mail app. This is internally realized through sending and receiving an Autocrypt
Setup Message, secured by manually entering a long number. Improving usability for maintaining synchronized
Autocrypt state on multiple devices is the aim of future specification efforts.

Last but not least, Level 1 is meant to be relatively easy for developers to adopt. It describes the basic capa-
bilities required for a mail app to be Autocrypt-capable at Level 1, allowing it to exchange end-to-end encrypted
e-mails with other Autocrypt-capable mail apps. The spec contains detailed guidance on protocol, internal state
and user interface concerns. We have a good track record of supporting new implementers. Please don’t hesitate
to contact the group® or bring up issues or pull requests. Autocrypt is a living specification and we envision both
bugfix and backward-compatible feature releases.

! https://tools.ietf.org/html/rfc7435. html#section- 1.2
2 https://autocrypt.org/en/latest/contact. html
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1 Terminology

1.1 Keywords to indicate requirement levels

The keywords “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in
the IETF’s Best Current Practice 14 (as defined in RFC 2119° and RFC 8174*) when, and only when, they appear
in all capitals, as shown here.

2 Overview

2.1 Approach and High Level Overview
Autocrypt’s primary goal is to automate both secret and public key management so that users can encrypt mail
without specialized knowledge.

This specification adds an Autocrypt-specific mail header (page 5) to outgoing mails, which contains, among other
information, the sender’s public key. Transferring public keys in-band means that key discovery in Autocrypt does
not require external infrastructure like OpenPGP keyservers or x509 PKI.

Autocrypt provides a set of rules (page 7) that tracks this information for each communication peer. Autocrypt
uses this information to determine whether encryption is possible and makes a recommendation (page 7) about
whether encryption should be enabled for a given set of recipients.

This specification also introduces the Autocrypt Setup Message (page 12) as a way to transfer secret key material
and related settings to other e-mail programs controlled by the same user. This spec also provides guidance on
how and when to generate (page 13), look for (page 15), and import (page 14) these messages.

Autocrypt aggressively distributes public keys, but conservatively recommends encryption to avoid disruption to
established e-mail workflows. Specifically, Autocrypt only recommends that an e-mail be encrypted if encryption
is possible, and:

1. The sender specifically requests encryption during message composition;
2. The e-mail is in reply to an encrypted message; or,

3. The sender and the recipients have explicitly stated that they prefer (page 5) encrypted e-mail.

2.2 Requirements on MUA/E-mail Provider interactions
Autocrypt tries to impose minimal requirements on MUA and e-mail service interactions. Specifically, an
Autocrypt-capable MUA needs to be able to:

 Control the contents of outgoing e-mail including the ability to set custom e-mail headers;

* Send e-mail on its own (required by the Autocrypt Setup Message (page 12));

* Read whole, raw e-mails including message headers; and,

* Optionally, scan the user’s mailbox for mail with specific headers.

If a particular e-mail account does not expose one of the required features (e.g., if it only exposes a javascript-
driven web interface for message composition that does not allow setting e-mail headers), then the e-mail account
cannot be used with Autocrypt. An Autocrypt-capable MUA may still access and control the account, but it will
not be able to enable Autocrypt on it.

3 https://tools.ietf.org/html/rfc2119.html
4 https://tools.ietf.org/html/rfc8174.html
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2.3 Autocrypt Internal State

An Autocrypt MUA needs to associate information with the peers it communicates with and the accounts it
controls.

2.3.1 Communication Peers

Each communication peer is identified by an e-mail address. Autocrypt associates state with each peer. Conceptu-
ally, we represent this state as a table named peers, which is indexed by the peer’s canonicalized e-mail address

(page 16), .
For the peer with the address addr, an MUA MUST associate the following attributes with peers [addr]:

e last_seen: The UTC timestamp of the most recent effective date (definition (page 7)) of all messages
that the MUA has processed from this peer.

e autocrypt_timestamp: The UTC timestamp of the most recent effective date (the “youngest”) of all
messages containing a valid Autocrypt header that the MUA has processed from this peer.

e public_key: The value of the keydata attribute derived from the youngest Autocrypt header that
has ever been seen from the peer.

e prefer_encrypt: The prefer-encrypt value (either nopreference or mutual) derived from
the youngest Aut ocrypt header ever seen from the peer.

Autocrypt-capable MUAs that implement Gossip (page 10) should also associate the following additional at-
tributes with peers [addr]:

* gossip_timestamp: the UTC timestamp of the most recent effective date of all messages containing a
valid Autocrypt-Gossip header about the peer.

* gossip_key: the value of the keydata attribute derived from the most recent message containing a
valid Autocrypt-Gossip header about the peer.

How this information is managed and used is discussed in Peer State Management (page 5).

2.3.2 Accounts controlled by the MUA

A Level 1 MUA maintains an internal structure account s indexed by the account’s canonicalized e-mail address
(page 16) (addr). For each account controlled by the MUA, accounts [addr] has the following attributes:

* enabled: a boolean value, indicating whether Autocrypt is enabled for this account.

* secret_key: The RSA secret key material used for the account (see Secret key generation and storage
(page 11)).

e public_key: The OpenPGP transferable public key (OpenPGP “Transferable Public Key”) derived
from the secret key.

e prefer_encrypt: The user’s encryption preference for this account. This is either mutual or
nopreference. This SHOULD default to nopreference.

If accounts[addr].enabled is true, the MUA SHOULD allow the user to switch the setting for
accounts[addr] .prefer_encrypt. This choice might be hidden in something like a “preferences pane”.
See Account Preferences (page 15) for a specific example of how this could look.

How this information is managed and used is discussed in Managing accounts controlled by the MUA (page 11).

3 https://tools.ietf.org/html/rfc4880.html#section-11.1
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3 Peer State Management

An Autocrypt MUA updates the state it holds for each communication peer using the e-mails received from that
peer. Specifically, Autocrypt updates the state using the Autocrypt e-mail header.

3.1 The Autocrypt Header

The Autocrypt header has the following format:

Autocrypt: addr=a@b.example.org; [prefer-encrypt=mutual;] keydata=BASEG64

There are three defined attributes:

e The addr attribute is mandatory, and contains the single recipient address this header is valid for. If this
address differs from the one in the From header, the entire Aut ocrypt header MUST be treated as invalid.

The Internet Message Format® documents three types of originator fields: From, Sender, and
Reply-To. Autocrypt is concerned only with the From field, and ignores the other originator fields.

e The prefer-encrypt attribute is optional and can only occur with the value mutual. Its presence in
the Aut ocrypt header indicates an agreement to enable encryption by default with other peers who have
the same preference. An Autocrypt Level 1 MUA that sees the attribute with any other value (or that does
not see the attribute at all) should interpret the value as nopreference.

e The keydata attribute is mandatory, and contains the key data for the specified addr recipient address.
The value of the keydata attribute is a Base64 representation of the binary OpenPGP ““Transferable
Public Key”’. For ease of parsing, the keydata attribute MUST be the last attribute in this header.

Additional attributes are possible before the keydat a attribute. If an attribute name starts with an underscore (_),
it is a “non-critical” attribute. An attribute name without a leading underscore is a “critical” attribute. The MUA
SHOULD ignore any unsupported non-critical attributes and continue parsing the rest of the header as though
the attribute does not exist. It MUST treat the entire Aut ocrypt header as invalid if it encounters a “critical”
attribute that it doesn’t support.

To introduce incompatible changes, future versions of Autocrypt may send multiple Autocrypt headers, and hide
the incompatible headers from Level 1 MUAs by using critical attributes. According to the above rules, such
headers will be judged invalid, and discarded by level 1 MUAs. Such an update to the specification will also have
to describe how an updated MUA will deal with multiple valid headers.

3.1.1 OpenPGP Based key data
The keydata sent by an Autocrypt-enabled Level | MUA MUST consist of an OpenPGP ‘““Transferable Public
Key”® containing exactly these five OpenPGP packets:

* asigning-capable primary key

e auserid

* aself signature over the user id by the primary key

* an encryption-capable subkey

* abinding signature over the subkey by the primary key

The content of the user id packet is only decorative. By convention, it contains the same address used in the
addr attribute placed in angle brackets. (This makes it conform to the RFC 5322° grammar angle-addr.) For
compatibility concerns, the user id SHOULD NOT be an empty string.

These packets MUST be assembled in binary format (not ASCII-armored), and then base64-encoded.

6 https://tools.ietf.org/html/rfc5322 html#section-3.6.2
7 https://tools.ietf.org/html/rfc4880.html#section-11.1
8 https://tools.ietf.org/html/rfc4880.html#section-11.1
9 https://tools.ietf.org/html/rfc5322 html
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A Level 1 MUA MUST be capable of processing and handling 2048-bit and 3072-bit RSA public keys. It MAY
support other OpenPGP key formats found in an Autocrypt header (for example, by passing it agnostically to an
OpenPGP backend for handling).

3.1.2 Header injection in outbound mail

During message composition, if the From: header of the outgoing e-mail (the from-addr) matches an ad-
dress for which accounts[from—addr] .enabled is true and the Autocrypt-capable MUA has secret key
material (accounts[from—-addr] .secret_key), the MUA SHOULD include an Autocrypt header.

This header MUST contain the corresponding public key material (accounts [from-addr] .public_key)
as the keydata attribute, and from—-addr as the addr attribute. The most minimal Level 1 compliant MUA
will only include these two attributes. If accounts|[from-addr].prefer_encrypt is set to mutual,
then the header MUST have a prefer—encrypt attribute with the value mutual.

The MUA MUST NOT include more than one valid Level 1 Autocrypt header (see Updating Autocrypt Peer
State (page 7)).

If the From address changes during message composition (e.g., if the user selects a different outbound identity),
then the MUA MUST change the Aut ocrypt header accordingly.

An MUA SHOULD send out the same Autocrypt : header in all messages from a given outbound identity. An
MUA SHOULD NOT vary the header based on the message’s recipients. If (for whatever reason) the MUA needs
to update (or discovers an update of) the user’s keydata at some point, the MUA SHOULD send the updated
keydata in all subsequent Aut ocrypt headers.

See Example Autocrypt headers (page 17) for examples of outbound headers and the following sections for header
format definitions and parsing.

3.2 Internal state storage

See Communication Peers (page 4) for the information stored for each communication peer.

Autocrypt MUASs keep state about each peer, to handle several nuanced situations that have caused trouble or
annoyance in the past. This state is updated even when the peer sends mail without an Aut ocrypt header.

For example, if a remote peer disables Autocrypt or drops back to only using a non-Autocrypt MUA, we must
stop sending encrypted mails to this peer automatically.

In addition to the per-peer state described in Communication Peers (page 4), MUAs MAY also store other infor-
mation gathered for heuristic purposes, or for other cryptographic schemes (see the Autocrypt website'” for some
example ideas).

However, in order to support future synchronization of Autocrypt state between MUAs, it is critical that Autocrypt-
capable MUAs maintain the state specified here, regardless of what additional state they track.

Note:

¢ An implementation MAY also choose to use keys from other sources (e.g., a local keyring) at its own
discretion.

* If an implementation chooses to automatically ingest a key from an application/pgp-keys attach-
ment as though it was found in an Aut ocrypt header, it should only do so if the attached key has a User
ID'! that matches the message’s From address.

10 https://autocrypt.org/en/latest/optional-state. html
1 https://tools.ietf.org/html/rfc4880. html#section-5.11
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3.3 Updating Autocrypt Peer State

Incoming messages may be processed to update the peers entry for the sender identified by from-addr as
extracted from the From header, by an MUA at receive or display time.

Messages SHOULD be ignored (i.e., peers [ from—addr] SHOULD NOT be updated) in the following cases:

* The content-typeismultipart/report. Inthis case, it can be assumed the message was auto-generated.
This avoids triggering a reset state from received Message Disposition Notifications (RFC 3798'2).

¢ There is more than one address in the F rom header.

* The MUA believes the message to be spam. If the user marks the message as not being spam the message
MAY then be processed for Aut ocrypt headers.

When parsing an incoming message, an MUA SHOULD examine all Aut ocrypt headers, rather than just the
first one. If there is more than one valid header, this SHOULD be treated as an error, and all Aut ocrypt headers
discarded as invalid.

Updating peers [from—addr] depends on:

e the effective date of the message, which we define as the sending time of the message as indicated
by its Date header, or the time of receipt if that date is in the future or unavailable.

Note: A message without a Date header, or with a Date that seems to be in the far future can cause
problems for MUAs that encounter the message repeatedly (e.g. re-delivery, subsequent scans, etc). An
MUA MAY decide to ignore such a message entirely for the purposes of Autocrypt processing. If an MUA
is capable of associating information with a received message, it could instead save the effective date
of such a message the first time it sees it to avoid accidental re-processing.

* the keydata and prefer—-encrypt attributes of the single valid Autocrypt header (see above), if
available.

The update process proceeds as follows:

1. If the message’s effective date is older than the peers [from-addr] .autocrypt_timestamp value,
then no changes are required, and the update process terminates.

2. If the message’s effective date is more recent than peers|[from-addr].last_seen then set
peers[from-addr] .last_seen to the message’s effective date.

3. Ifthe Aut ocrypt header is unavailable, no further changes are required and the update process terminates.
4. Setpeers|[from-addr] .autocrypt_timestamp to the message’s effective date.

5. Set peers[from—addr] .public_key to the corresponding keydata value of the Autocrypt
header.

6. Set peers[from-addr] .prefer_encrypt to the corresponding prefer—encrypt value of the
Autocrypt header.

3.4 Provide a recommendation for message encryption

On message composition, an Autocrypt-capable MUA can decide whether to try to encrypt the new e-mail mes-
sage. Autocrypt provides a recommendation for the MUA.

All Autocrypt-capable MUAS should be able to calculate the same Autocrypt recommendation.

This recommendation algorithm provides sensible guidance that avoids many common problems, and Autocrypt-
capable MUAs SHOULD follow the recommendation. An implementation that deviates from the recommendation
should do so on the basis of specific external evidence or knowledge, while carefully considering the impact of
any variation, including:

12 https://tools.ietf.org/html/rfc3798 . html
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* does it increase the chance of producing unexpectedly unreadable mail (for either the sender or the recipi-
ent)?

* does it leak previously encrypted content in the clear?
¢ does it force the user to confront a choice they do not have the information or knowledge to make safely?

If an implementation deviates from the Autocrypt recommendation in a meaningful and useful way, the imple-
menter should describe the variation publicly so it can be considered for future revisions of this specification.

3.4.1 Recommendation structure

The Autocrypt recommendation depends on the recipient addresses of the draft message, and on whether or not
the message is a reply to an encrypted message. When the user changes the recipients during composition, the
Autocrypt recommendation may change.

The output of the Autocrypt recommendation algorithm has two elements:

* ui-recommendation: a single state recommending the state of the encryption user interface, described
below.

* target-keys: a map of recipient addresses to public keys.
ui-recommendation can take four possible values:

* disable: Disable or hide any UI that would allow the user to choose to encrypt the message. This happens
iff encryption is not immediately possible.

e discourage: Enable Ul that would allow the user to choose to encrypt the message, but do not default
to encryption. If the user manually enables encryption, the MUA SHOULD warn that the recipient may
not be able to read the message. This warning message MAY be supplemented using optional counters and
user-agent state!3,

e available: Enable Ul that would allow the user to choose to encrypt the message, but do not default to
encryption.

e encrypt: Enable UI that would allow the user to choose to send the message in cleartext, and default to
encryption.

3.4.2 Recommendations for single-recipient messages

The Autocrypt recommendation for a message composed to a single recipient with the e-mail address to—addr
depends primarily on the value stored in peers/to-addr] (page 4).

Determine if encryption is possible

If there is no peers [to—-addr], then set ui-recommendation to disable, and terminate.

For the purposes of the rest of this recommendation, if either public_key or gossip_key is revoked, expired,
or otherwise known to be unusable for encryption, then treat that key as though it were null (not present).

If both public_key and gossip_key are null, then set ui—recommendation to disable and termi-
nate.

Otherwise, we derive the recommendation using a two-phase algorithm. The first phase computes the
preliminary-recommendation.

13 https://autocrypt.org/en/latest/optional-state.html
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Preliminary Recommendation

If public_key is null, then set target-keys[to-addr] to gossip_key and set
preliminary-recommendation to discourage and skip to the Deciding to Encrypt by Default
(page 9).

Otherwise, set target-keys[to—-addr] to public_key.

If autocrypt_timestamp is more than 35 days older than last_seen, set
preliminary-recommendation to discourage.

Otherwise, set preliminary-recommendationto available.

Deciding to Encrypt by Default

The final phase turns on encryption by setting ui-recommendation to encrypt in two scenarios:

e Ifpreliminary-recommendationiseither available or discourage, and the message is com-
posed as a reply to an encrypted message, or

e If the preliminary-recommendation is available and both peers[to-addr].
prefer_encrypt and accounts [from-addr] .prefer_encrypt are mutual.

Otherwise, the ui-recommendationis setto preliminary-recommendation.

3.4.3 Recommendations for messages to multiple addresses

For level 1 MUAs, the Autocrypt recommendation for a message composed to multiple recipients, we derive the
message’s recommendation from the recommendations for each recipient individually.

The aggregate t arget—keys for the message is the merge of all recipient target-keys.

The aggregate ui-recommendation for the message is derived in the following way (the earliest matching
rule encountered below takes precedence over later rules):

1. If any recipient has a ui—-recommendation of disable, then the message’s ui—-recommendation
isdisable.

2. If every recipient has a ui-recommendation of encrypt, then the message ui-recommendation
is encrypt.

3. If any recipient has a ui-recommendation of discourage, then the message
ui-recommendation is discourage.

Otherwise, the message ui-recommendationis available.

While composing a message, a situation might occur where the ui-recommendation is available,
the user has explicitly enabled encryption, and then modifies the list of recipients in a way that changes the
ui-recommendation to disable. When this happens, the MUA should not disable encryption without
communicating this to the user. A graceful way to handle this situation is to save the enabled state, and only
prompt the user about the issue when they send the mail.

3.5 Message Encryption

Note: An e-mail that is said to be “encrypted” here will be both signed and encrypted in the cryptographic sense.

An outgoing e-mail message will be sent encrypted in either of two cases:

* the Autocrypt recommendation for the list of recipients is encrypt, and not explicitly overridden by the
user, or

Autocrypt Specification 1.0.1 9



* the Autocrypt recommendation is available or discourage, and the user chose to encrypt.

When encrypting, the MUA MUST construct the encrypted message as a PGP/MIME'* message that is signed
by the user’s Autocrypt key, and encrypted to the currently known Autocrypt key of each recipient, as well as the
sender’s Autocrypt key.

3.5.1 E-mail Drafts

For messages that are going to be encrypted when sent, the MUA MUST take care to not leak the cleartext of
drafts or other partially composed messages to their e-mail provider (e.g., in the “Drafts” folder). If there is a
chance that a message could be encrypted, the MUA SHOULD encrypt the draft only to itself before storing it
remotely. The MUA SHOULD NOT sign drafts.

3.5.2 Cleartext replies to encrypted messages

In the common case, a reply to an encrypted message will also be encrypted. Due to Autocrypt’s opportunistic
approach to key discovery, however, it is possible that keys for some of the recipients may not be available, and,
as such, a reply can only be sent in the clear.

To avoid leaking cleartext from the original encrypted message in this case, the MUA MAY prepare the cleartext
reply without including any of the typically quoted and attributed text from the previous message. Additionally,
the MUA MAY include some text in the message body describing why the usual quoted text is missing. An
example of such copy can be found in Example Copy when a Reply can’t be Encrypted (page 22).

The above recommendations are only “MAY” and not “SHOULD” or “MUST” because we want to accommodate
a user-friendly Level 1 MUA that stays silent and does not impede the user’s ability to reply. Opportunistic
encryption means we can’t guarantee encryption in every case.

3.6 Key Gossip

It is a common use case to send an encrypted mail to a group of recipients. To ensure that these recipients can
encrypt messages when replying to that same group, the keys of all recipients can be included in the encrypted
payload. This does not include BCC recipients, which by definition must not be revealed to other recipients.

The Autocrypt—-Gossip header has the same format as the Aut ocrypt header (see autocryptheaderformat
(page 6)). Its addr attribute indicates the recipient address this header is valid for as usual, but may relate to any
recipient in the To or Cc header. See example in Example Autocrypt Gossip headers (page 17)

The Autocrypt-Gossip header MAY also be used to include keys for the address specified in the Reply-To
header. This allows replying encrypted even if the address differs from those in the From, To, and Cc headers.

3.6.1 Key Gossip Injection in Outbound Messages

An Autocrypt MUA MAY include Autocrypt—-Gossip headers in messages. These headers MUST be placed
in the root MIME part of the encrypted message payload. The encrypted payload in this case contains one
Autocrypt-Gossip header for each address. Each header:

e MUST include an addr attribute that matches one of the addresses in the To, Cc, or Reply—To headers.

e MUST include the keydata attribute. For To and Cc headers it MUST contain the same public key which
is used to encrypt the mail to the recipient referenced by addr. See also Preliminary Recommendation
(page 9) for how this key is selected. For the address in the Reply—-To headers it SHOULD contain the
public key which the sender expects to be used for that address.

¢« SHOULD NOT include a prefer—encrypt attribute.

14 https://tools.ietf.org/html/rfc3156.html
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If a key has multiple user ids, only one SHOULD be contained in keydata. This user id SHOULD be picked to
match the addr attribute, if possible. This is only relevant for keys which came from or were merged with data
from external sources.

To avoid leaking metadata about a third party in the clear, an Autocrypt—-Gossip header SHOULD NOT be
added outside an encrypted MIME part.

3.6.2 Updating Autocrypt Peer State from Key Gossip

An incoming message may contain one or more Autocrypt-Gossip headers in the encrypted payload. Each
of these headers may update the Autocrypt peer state of the gossiped address identified by its addr value (referred
to here as gossip—addr) in the following way:

1. If gossip—addr does not match any address in the mail’s To, Cc, or Reply—To header, the update
process terminates (i.e., header is ignored).

2. If peers[gossip-addr] .gossip_timestamp is more recent than the message’s effective date,
then the update process terminates.

3. Setpeers[gossip—addr] .gossip_timestamp to the message’s effective date.

4. Setpeers[gossip—-addr].gossip_key to the value of the keydata attribute.

4 Managing accounts controlled by the MUA

See Accounts controlled by the MUA (page 4) for a definition of the structure of information stored about the
MUA’s own e-mail accounts.

4.1 Secret key generation and storage

The MUA SHOULD generate and store two RSA 3072-bit secret keys for the user, one for signing and self-
certification, and the other for decrypting. An MUA with hardware constraints (e.g., one using an external crypto
token) MAY choose to generate and store 2048-bit RSA secret keys instead. The MUA MUST be capable of
assembling these keys into an OpenPGP certificate (RFC 4880 “Transferable Public Key”'?) that indicates
these capabilities.

4.1.1 Secret key protection at rest

The secret key material should be protected from access by other applications or co-tenants of the device at least
as well as the passwords the MUA retains for the user’s IMAP or SMTP accounts.

The MUA MAY protect the secret key (and other sensitive data it has access to) with a password, but it SHOULD
NOT require the user to enter the password each time they send or receive a mail. Since Autocrypt-enabled MUAs
sign all encrypted outgoing messages (page 9), it could happen that the user has to enter the password very often,
both for reading and sending mail. This introduces too much friction to become part of a routine daily workflow.

Note that password protection of the secret key carries with it a risk that the user might forget their password,
which might result in catastrophic data loss. Unlike IMAP or SMTP credentials (which can be reset by the server
operator given some sort of out-of-band confirmation), there is no recovery workflow possible for the loss of a
password protecting a secret key. An MUA that chooses to offer password protection of the secret key (or other
sensitive data) SHOULD support usable and secure backup/recovery workflows for the protected material.

Protection of the user’s keys (and other sensitive data) at rest is achieved more easily and securely with filesystem-
based encryption and other forms of access control.

15 hitps://tools.ietf.org/html/rfc4880.html#section-11.1
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4.2 Handling Multiple Accounts and Aliases

An MUA that is capable of connecting to multiple e-mail accounts SHOULD have a separate and distinct Au-
tocrypt accounts [ from—addr] for each e-mail account with the address from-addr.

A multi-account MUA MAY maintain a single peers table that merges information from e-mail received across
all accounts for the sake of implementation simplicity. While this results in some linkability between accounts (the
effect of mails sent to one account can be observed by activity on the other account), it provides a more uniform
and predictable user experience. Any linkability concerns introduced by Autocrypt can be mitigated by using a
different MUA for each e-mail account.

Sometimes a user may be able to send and receive e-mails with multiple distinct e-mail addresses (“aliases”) via a
single account. For the purposes of Autocrypt, the MUA SHOULD treat each specific alias as a distinct account.

4.3 Avoiding MUA Conflicts

If more than one Autocrypt-enabled MUA generates a key and then distributes it to communication peers, en-
crypted mail sent to the user is only readable by the MUA that sent the last message. This can lead to behavior
that is unpredictable and confusing for the user.

See section Helping Users get Started (page 15) for guidance on how to detect and avoid such a situation.

4.4 Autocrypt Setup Message

To avoid “lock-in” of secret key material on a particular MUA, Autocrypt level 1 includes a way to “export” the
user’s keys and her prefer-encrypt state (page 4) for other MUAS to pick up, asynchronously and with explicitly
required user interaction.

The mechanism available is a specially-formatted e-mail message called the Autocrypt Setup Message. An
already-configured Autocrypt MUA can generate an Autocrypt Setup Message, and send it to itself. A not-yet-
configured Autocrypt MUA (a new MUA in a multi-device case, or recovering from device failure or loss) can
import the Autocrypt Setup Message and recover the ability to read existing messages.

An Autocrypt Setup Message is protected with a Serup Code (page 13).

4.4.1 Message Structure

The Autocrypt Setup Message itself is an e-mail message with a specific format. While the message structure is
complex, it is designed to be easy to pack and unpack using common OpenPGP tools, both programmatically and
manually.

¢ Both the To and From headers MUST be the address of the user account.
* The Autocrypt Setup Message MUST contain an Autocrypt—-Setup-Message: vl header.

* The Autocrypt Setup Message MUST have a multipart/mixed structure, and it MUST have as first
part a human-readable description about the purpose of the message (e.g. text/plain or text/html
ormultipart/alternative).

* The second mime part of the message MUST have Content-Type application/autocrypt-setup,
and SHOULD have Content-Disposition of at tachment. Its content consists of the user’s ASCII-armored
secret key, encrypted within an ASCII-armored OpenPGP symmetrically-encrypted message. Specifi-
cally, this means a block delimited with ————- BEGIN PGP MESSAGE————- and ————- END PGP
MESSAGE————— , which contains two OpenPGP packets: a Symmetric-Key Encrypted Session Key!'®
followed by a Symmetrically Encrypted Integrity Protected Data Packet!”.

16 https://tools.ietf.org/html/rfc4880. html#section-5.3
17 https://tools.ietf.org/html/rfc4880.html#section-5.13
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* There MAY be text above or below the ASCII-armored encrypted data in the second MIME part, which
MUST be ignored while processing. This allows implementations to optionally add another human-readable
explanation.

+ The encrypted payload MUST begin with an ASCII-armored RFC 4880 Transferable Secret Key'®. All
trailing data after the first ASCII-armor ending delimiter MUST be stripped before processing the secret key.
The ASCII-armored secret key SHOULD have an Autocrypt-Prefer-Encrypt header that contains
the current accounts [addr] .prefer_encrypt setting.

* The symmetric encryption algorithm used MUST be AES-128. The passphrase MUST be the Setup Code
(see below), used with OpenPGP’s salted-+iterated S2K algorithm'.

4.4.2 Setup Code

The Setup Code MUST be generated by the implementation itself using a Cryptographically secure pseudorandom
number generator (CSPRNG)?", and presented directly to the user for safekeeping. It MUST NOT be included in
the cleartext of the Autocrypt Setup Message, or otherwise transmitted over e-mail.

An Autocrypt Level 1 MUA MUST generate a Setup Code as UTF-8 string of 36 numeric characters, divided
into nine blocks of four, separated by dashes. The dashes are part of the secret code and there are no spaces.
This format holds about 119 bits of entropy. It is designed to be unambiguous, pronounceable, script-independent
(Chinese, Cyrillic etc.), easily input on a mobile device and split into blocks that are easily kept in short term
memory. For instance:

9503-1923-2307-
1980-7833-0983-
1998-7562-1111

An Autocrypt Setup Message that uses this structure for its Setup Code SHOULD include a
Passphrase-Format header with value numeric9x4 in the ASCII-armored data. This allows providing
a specialized input form during decryption, with greatly improved usability.

As a further measure to improve usability, it is RECOMMENDED to reveal the first two digits of the first block
in a Passphrase-Begin header, sacrificing about 7 bits of entropy. Those digits can be pre-filled during
decryption, which reassures the user that they have the correct code before typing the full 36 digits. It also helps
mitigate a possible type of phishing attack that asks the user to input their Setup Code.

The headers might look like this:

Passphrase-Format: numeric9x4
Passphrase-Begin: 95

If those digits are included in the headers, they may also be used in the descriptive text that is part of the Setup
Message, to distinguish different messages.

4.4.3 Setup Message Creation

An Autocrypt MUA MUST NOT create an Autocrypt Setup Message without explicit user interaction. When the
user takes this action for a specific account, the MUA:

* Generates a Setup Code.

* Optionally, displays the Setup Code to the user, prompts the user to write it down, and then hides it and
asks the user to re-enter it before continuing. This minor annoyance is a recommended defense against
worse annoyance: it ensures that the code was actually written down and the Autocrypt Setup Message is
not rendered useless.

18 https://tools.ietf.org/html/rfc4880.html#section-11.2
19 https://tools.ietf.org/html/rfc4880.html#section-3.7.1.3
20 https://en.wikipedia.org/wiki/Cryptographically_secure_pseudorandom_number_generator
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¢ Produces an ASCII-armored, minimized OpenPGP Transferable Secret Key21

with that account.

out of the key associated

» Symmetrically encrypts the OpenPGP transferable secret key using the Setup Code as the passphrase.

* Composes a new self-addressed e-mail message that contains the payload as a MIME part with the appro-
priate Content-Type and other headers.

* Sends the generated e-mail message to its own account.
» Suggests to the user to either back up the message or to import it from another Autocrypt-capable MUA.

A Level 1 MUA MUST be able to create an Autocrypt Setup Message, to preserve users’ ability to recover from
disaster, and to choose to use a different Autocrypt-capable MUA in the future.

4.4.4 Setup Message Import

An Autocrypt-capable MUA SHOULD support the ability to find and import an Autocrypt Setup Message when
the user has not yet configured Autocrypt (that is, when accounts [addr] . secret_key is unset). An MUA
in this state could look for such a message in several ways, including:

* If the user decides to enable Autocrypt for an account, and indicates to the MUA that an older MUA has
already enabled Autocrypt on that account, the new MUA could ask the user to generate an Autocrypt Setup
Message from the old MUA, and then wait (e.g., via IMAP IDLE??) for such a message to arrive.

* The MUA could proactively scan the account’s mailbox for a message that matches these characteristics,
and it could alert the user if it discovers one.

When looking for an Autocrypt Setup Message, the MUA may encounter messages that look similar
to what it expects, but are not well-formed. If the MUA discovers an e-mail message that has the
Autocrypt-Setup-Message header but its value is not v1, the MUA SHOULD ignore this message en-
tirely.

When looking for an Autocrypt Setup Message, if the MUA discovers a message with the
Autocrypt—-Setup-Message: vl header with To: and From: headers matching an account con-
trolled by the MUA, but the message’s metadata and structure is not as expected, the MUA SHOULD alert the
user that a malformed Setup Message has been found, and it SHOULD NOT offer to import the message.

If the MUA finds a good Autocrypt Setup Message, it should offer to import it to enable Autocrypt. If the user
agrees to do so:

* The MUA prompts the user for their corresponding Setup Code. If there is a Passphrase-Format
header in the outer OpenPGP armor and its value is numeric9x4, then the MUA MAY present a spe-
cialized input dialog assisting the user to enter a code in the format described above. If there is no
Passphrase—Format header, or the value is unknown, then the MUA MUST provide a plain UTF-8
string text entry.

e The MUA should try decrypting the message with the supplied Setup Code. The Code serves both for
decryption as well as authenticating the message. Extra care needs to be taken with some PGP implementa-
tions that the Setup Code is actually used for decryption. For example, this is difficult to do correctly with
GnuPG%.

* If it decrypts, then the MUA SHOULD update accounts [addr] according to the contents of the de-
crypted message, as discussed in Accounts controlled by the MUA (page 4).

See Example Setup Message (page 22).

Since Level 1 only recommends looking for a Setup Message when accounts [addr] . secret_key is unset,
some Level 1 MUAs might not look for or handle Setup Messages for an already-configured account at all. If two
such MUAs share an account, and both MUAs have somehow enabled Autocrypt on it independently without
discovery of a Setup Message, they will have different secret keys. This situation is bad because it may lead to
intermittently unreadable mail on either or both MUA .

21 https://tools.ietf.org/html/rfc4880.html#section-11.2
22 https://tools.ietf.org/html/rfc2177 html
23 https://dev.gnupg.org/T3277
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These simple implementations can both keep Autocrypt enabled and avoid new unreadable mail if the user manu-
ally synchronizes secret keys. To do this, the user must first destroy their local secret key (page 16) on one MUA.
Afterwards, that MUA can begin looking for a Setup Message again. A more sophisticated implementation may
offer a more user-friendly way to detect this situation and resolve it.

5 User Interface

Ideally, Autocrypt users see very little UL. However, some Ul is inevitable if we want users to be able to interop-
erate with existing, non-Autocrypt users.

5.1 Message Composition
If an MUA is willing to compose encrypted mail, it SHOULD include some UI mechanism at message composition
time for the user to choose between encrypted message or cleartext. This may be as simple as a single checkbox.

If the Autocrypt recommendation is disable for a given message, the MUA MAY choose to avoid exposing this
UI during message composition at all.

If the Autocrypt recommendation is either available or encrypt, the MUA SHOULD expose this UI with
the recommended default (page 7) during message composition to allow the user to make a different decision.

If the Autocrypt recommendation is discourage, then the MUA SHOULD expose the Ul in an inactive state.
But if the user chooses to activate it (e.g., clicking on the checkbox), then the UI should display a warning to the
user and ask them to confirm the choice to encrypt.

5.2 Account Preferences

Level 1| MUAs SHOULD allow the user to disable Autocrypt completely for each account they control (that is, to
set accounts [addr] .enabled to false). For level 1, we expect most MUAs to have Autocrypt disabled
by default. See Disabling Autocrypt (page 16) for more details.

5.3 Helping Users get Started
This section provides recommendations for MUA implementations to help users start Autocrypt immediately after
an account (with the address addr) was set up.

The MUA SHOULD scan the mailbox for messages sent by the user (wherever the messages might be) that show
evidence of OpenPGP or Autocrypt usage. It is likely sufficient to only scan the messages sent during the last 30
days, as it is unlikely that the user used Autocrypt or OpenPGP actively if no such message was sent in the recent
past.

From the set of all found sent messages, the MUA should determine the best action to take from the following list
of choices. Earlier choices are better than later ones.

1. If an Autocrypt Setup Message was found:

Start a setup process suggesting the user to import the setup message. If multiple Autocrypt Setup Messages
are found, the most recent message should be preferred.

2. If a sent message with an Autocrypt header was found:
Provide guidance for creating an Autocrypt Setup Message on the MUA that created the message.

3. If there is evidence of actively used OpenPGP software (for example if a secret key is available, some
specific software is installed, etc.) or if encrypted mails are found:

Inform the user about Autocrypt on <https://autocrypt.org/pgp-users>.
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4. If no evidence for Autocrypt was found:

Create a key with default settings and without a password in the background. Set your
accounts[addr] .prefer_encrypt to nopreference and start sending Autocrypt headers.

5.4 Disabling Autocrypt

Once Autocrypt is enabled for a given account (accounts [addr] .enabled is set to t rue), the user might
choose to disable it. By default, disabling should only set accounts[addr] .enabled to false, and it
SHOULD NOT destroy accounts [addr] .secret_key. This preserves the user’s ability to read old en-
crypted e-mails, as well as being able to read encrypted e-mails that arrive after the user has disabled Autocrypt.

The act of re-enabling Autocrypt after it was disabled SHOULD leave accounts [addr] .secret_key and
accounts[addr] .public_key intact, so that the user continues using the same key.

5.5 Destroying Secret Key Material

When disabling Autocrypt for an account, a Level | MUA MAY offer the user an opportunity to also destroy the
secret key material for that account. Since Autocrypt clients generally do not discuss secret keys with users, a
MUA offering this choice should use a phrase like “destroy access to encrypted messages”, rather than referring
to “keys” or “key material”.

A MUA that allows the user this opportunity SHOULD clearly indicate to the user that the destruction of this secret
key material will leave them unable to read any new messages that arrive encrypted. A MUA that only retains
the encrypted form of archived messages SHOULD also indicate to the user that previously-received encrypted
messages will become unreadable as well. Note that for some users, this is a desirable feature: “destroy all
messages” is an appropriate action to take in some circumstances.

If the user selects this option, the MUA MUST clear both accounts[addr].secret_key and
accounts[addr] .public_key.

6 Appendix

6.1 E-mail Address Canonicalization

To keep consistent state referring to different but practically equivalent writings of an e-mail address, a MUA
SHOULD canonicalize e-mail addresses when comparing them (for example for using an e-mail address as an
index key).

Canonicalizing the domain part (the part after the @): A MUA SHOULD canonicalize the domain part using
IDNA2008 Punycode conversion to ASCIT**,

Canonicalizing the local part (the part before the @): Autocrypt-capable MUAS that encounter a peer’s e-mail
address where the local part appears to be valid UTF-8 SHOULD canonicalize the local part by making it all
lower-case using the “empty” locale (see W3C’s discussion on Case folding®® for more details).

SMTP specifications®® say the local part is technically domain-specific, and byte-for-byte arbitrarily sensitive.
In practice, nearly every e-mail domain treats the local part of the address as a case-insensitive string. That is,
while it is permitted by the standards, John@example.org is very unlikely to deliver to a different mailbox
than john@example.org.

An Autocrypt-capable MUA that is configured to use an account that has an e-mail address whose local part is not
a valid UTF-8 string, or who cannot receive mail at the canonicalized form of their associated address SHOULD
NOT enable Autocrypt on that e-mail account without an additional warning to the user.

Other canonicalization efforts are considered for later specification versions.

24 https://tools.ietf.org/html/rfc589 1. html#section-4.4
25 https://www.w3.org/International/wiki/Case_folding
26 https://tools.ietf.org/html/rfc532 1 html#section-2.3.11
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6.2 Example Autocrypt headers

Alice sends Bob a simple, unencrypted e-mail message that lets Bob write back encrypted if Bob is using an
Autocrypt-enabled MUA:

Delivered-To: <bob@autocrypt.example>

From: Alice <alice@autocrypt.example>

To: Bob <boblautocrypt.example>

Subject: an Autocrypt header example using RSA 3072 key

Autocrypt: addr=alicef@autocrypt.example; prefer—-encrypt=mutual; keydata=
MQGNBFn+zzUBDADBo2D+WUbm31N11XtQTxLhxVADIIMLK1dFUguSwlKAMrW0x9x27cRNxzVrTfiv
2FiwThUHZmJBFai8HtsMvn/svrCPeGPvk JTDMCWZaEEc5/g51Uysz jf6fUsGXsC9tUcvabpGHaTe
8Iwpz5stKJRKI3U/mPdQpXmaurwzEdv1NWNL9A02 rwWV+BK3J/98gBRFT8W6gv+T/YGXVrgXMoMM
KLTFze2uyOO0ExJkhI64upJzDOHULGIE1YdeSWz71YhQ2y5cmnWPfrnOxiOCVyKrgBulksda5SI jE
gqCJICVYprX/Wvh5feRXYftWVQUMeo6moNOhTMIX+zQJIPWWuWivOJpamIuUCziEycX8RtRo0OyAOPwWC
/vIppoxAMusQCVNnl5YwWVECNgzXUi3EB72wXJ4411VEzPCS1gVNZV7Ygx11W4PMRCcFB20b1025rk3
GD1ImgEVcGlHh4FtEBkmwVjiv4duNOE33r2Yf80sFAKKNRCR11Yn8409DaJGoud4 l1hEV+LASUAEQEA
AbQyYTF1YmQ20GQt OGM3NyO0ONWI4LWIwMzMt OGNhYzNmN2QyMDZkQGF1dG9 jcnlwdC5vecmeJAc4E
EwEIADgWIQTMBGJORNA8P86f0HIx28V1f951pwUCWE 7PNQIbAWULCQgHAgYVCAKKCWIEFgIDAQTIe
AQIXgAAKCRBx28V1f951p3C/C/9tthB5Q60yy JERPZMRY3V8n60wd0h35uLgqQfchb51UYKZ39+61n
ckz2iBILrRxY9Q31WozMgza+Jzed/g/VYHL1S7Zg0M3pLKzbSEYDVZVT523BVEsCQwikq679JIGZ/
xPzJOPabludXFsKPEfNvzKgK+x0a4Q8b03SemL5mmGPBrnuCza/nFhevUrQbbtuUzhBnMFBsPKvz
WUTKHEgIDLgz+8auPOQZSbF2D/1BEvtbobdgQi+YJLaj77/pURR1kp7su51IffTs0qgMMIn8 jwQY
1MQOMhozy43eqT1y9QE+DHIRBAYpcRCMTCcBESZ8apnWpH/axfCD jboWwD62gNOdawc 7TWEQ+rdgu8W
Tocoo04A61yCk6Xs59mOGEOgsCdZvzKrudOYgvERzeDibDc3hXDJOE820kBjQhsOVCK3a7uyAIZnc
z9Kovi0CkQ9d3EuG8297HSf1l/PupsiFgHBsJzmzZ549+ZHLX1Z5ss4aj9Hpe 7bCk8oUUL+A61+nNY
VsVDSO25AY0OEWE 7PNQEMANI3/DkEjghl10SgsbzgHaUAohh+GSMXUD7dQn28ZGxR/2Y5wu705MdkP
MKIrsyQowSeGnl8rnMI1PxnRGOrX+QnvVZTdk73VeMID6nM1TTfv5gmk jcbb6NphGPeOTZyJIbjgOxE
z2LUbhFLseRS/6COF5q6T j+TIFSPbDs5kVm8LgAra2vdvdpxV6IWP2F fzwHIKT zxEwnDKc3rp7yE
I1529z8xMTCO+IkBIc9rwdj7TgIxMOTZQdfpY/1tiGwg31CGYaHue jJzDQ1U/X60CEQ/WT7/UVgNw
ZkrsT4uG9BFGW+WOXuOpgA4v0OYQ62XQA0tVNXUY10XFrSb6DTr6vY jd0Lk/z71icAX5uzj1£IN3TV
qIxSOpDWt £YD52B936+mizGR+97uyqEBVNQKwwlpvKdZDruiR4300k63TMO/4cAhXfw7q91/RMGy
TJIX2UC/BGMiePziboP+GHX8 7ThRmMAVFCRIJQcOKFyxJGbNKID3Kn/RhUrePCAVWI341SQ0Do5gL1Rn
9QARAQABiIQG2BBgBCAAGFiEES5gRozkTXfD/0On9BycdvFZX/eZacFAln+zzUCGwwACgkQcdvFZX/e
ZaealIwv/WR2LYK1PXe/1lsMKfh+iSYeJjvgxl5i40aLumont+btZmpyYDU8s0OaMB1l20BgQ3sNYaQp
fkTk/QNw31lbuiROPJeANQzC7Ck J3SDBFoMXygxmnzhHOP1gqvT90VOB061PlaHg7usuU4+MuvLKryg
vaLtzK4xuiHIzpkTCvtcyNmiS5Q0i2guPV32UQ6HccSIEaZO5w+z6a/V0JZ2191VwOnOatUp4DsDHo
4K fcUKpNUKoUGgkOhLP 7Dmsgd1lnQoKCw4PxnSsg7H5imHKF1Xo/8nh0G5W1 5kpJdendiIlZzGy/yES
JN911kKSqL4X+R4PkT9foAootoK3TrLbcyHuxF j5umcUuggGfsvihgC/ZIyvvoRf4X0Bnnlh9hpo
62vBOPDM51JxtUL64Zx5HXLA6COXGEZEZVeM+0DqQyITGQT+p7uMDiZF42DKiTyJJJHABGiV+J16
IM4woaGECwAU+0Vg+JDUf 7EC81Kx5UNDI18PJITTzGVp65Gvz2Mq/CHT /pe FNHNGW

Date: Tue, 07 Nov 2017 14:53:50 +0100

Message-ID: <rsa—-3072@autocrypt.example>

MIME-Version: 1.0

Content-Type: text/plain

This is an example e-mail with Autocrypt header and RSA 3072 key (key
id: 71DBCS5657FDE65A7) as defined in Level 1.

6.3 Example Autocrypt Gossip headers

After having received messages with Autocrypt headers from both Bob and Carol, Alice sends an e-mail to the
two of them, with Autocrypt Gossip headers.

Delivered-To: <bob@autocrypt.example>

From: Alice <alice@autocrypt.example>

To: Bob <bobGautocrypt.example>, Carol <carol@autocrypt.example>

Subject: an Autocrypt Gossip header example

Autocrypt: addr=alice@autocrypt.example; prefer-encrypt=mutual; keydata=
mQGNBFn+zzUBDADBo2D+WUbm31N11XtQTxLhxVADIIMLK1dFUgquSwlKAMrW0x9x27cRNxzVrTfiv

(continues on next page)
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2FiwThUHZmJBFai8HtsMvn/svrCPeGPvk JTDMCWZaEEc5/g51U0yszjf6fUsGXsC9tUcvabpGHaTe
8Iwpz5stKJRKI3U/mPdQpXmaurwzEdv1NWNL9A02rwiWV+BK3J/98gBRFT8W6gv+T/YGXVrgXMoMM
KLTFze2uyO0ExJkhI64upJzDOHUbGIE1YdeSWz71YhQ2y5cmnWPfrnOxiOCVyKrgBulksda5SIjE
qCJICVYprX/Wvh5£feRXYftWVQUMeo6moNOhTMIX+zQIPWWuWivOJpamIuUCziEycX8RtRo0OyAOPwC
/vIppoxAMusQCVnl5YwVECNgzXUi3EB72wXJ4411VEzPCS1gVNZV7Ygx11W4PMRCFB20b1025rk3
GD1mgEVcGlHh4FtEBkmwVjiv4duNOE33r2Yf£80sFAKKNRCR11Yn8409DaJdGou41hEV+LASUAEQEA
AbQyYTF1YmQ20GQtOGM3NyOONWI4LWIwMzMtOGNhY zNmN2QyMDZkQGF1dG9 jecnlwdC5vemeJAC4E
EwEIADgWIQTMBGJORNA8P86f0HIx28V1f951pwUCWE7PNQILAWULCQgHAgGYVCAKKCWIEFgIDAQTIe
AQIXgAAKCRBx28V1f951p3C/C/9tthB5Q60yyJERPZMRY3V8n60wd0h35uLgQfcb51UYKZ3j+61n
ckz2iB9LrRxY9Q31WozMgza+Jze4/qg/VYHL1S7Z2g0M3pLKzbSEYDVZVT523BVEsCOwikq679JIGZ/
xPzJOPabludXFsKPEfNvzKgK+x0a4Q8b03SemL5mmGPBrnuCza/nFhevUrQbbtuUzhBnMFBsPKvz
WUTKHEgIDLgz+8auPOQZSbF2D/1BEvtbobdgQi+YJLaj77/pURRlkp7sub1lIffTs0ggMMJIh8 jwQY
1MQMhozy43eqT1ly9QE+DHIRBAYpcRCMTcBESZ8apnWpH/axfCD jboWwD62gNOdawc 7WEQ+rdgu8W
Toco04A6iyCk6Xs59ImMOGEOgsCdZvzKruJOYqvERzeDibDc3hXDJOE820kBjQhsOVCK3a7uyAIZnc
z9Kovi0CkQ9d3EuG8297HSf1l/PupsiFgHBsJzmz549+ZHLX1Z5ss4aj9Hpe 7bCk80oUUL+A61+nNY
VsVDSO25AY0EWE 7PNQEMANI3/DkEjghl0SgsbzgHaUAohh+GSMXUD7dQOn28ZGxR/2Y5wu705MdkP
MKIrsyQowSeGnl8rnMI1PxnRGOrX+QnVZTdk73VeMID6nM1ITTfv5gmk jcb6NphGPeOTZyJIbjgOxE
z2LUbhFLseRS/6COF5g6Tj+TIFSPbDs5kVm8LgAra2vdvdpxV6IWP2F fzwHIKT zxEwnDKc3rp7yE
I152qz8xMTCO+IkBIc9rwdj7TqIxMOTZQdfpY/1tiGwg31CGYaHue jJzDQlU/X60CEQ/WT7/UVaNw
ZkrsT4uG9BFGW+WOXuOpgA4v0OYQ62XQAOLVNXUY10XFrSb6DTr6vY jd0Lk/z71icAX5uzj1£IN3TV
qJxSO0pDWt £fYD52B936+mizGR+97uygqEBVNQKwwlpvKdZDruiR4300k63TMO/4cAhXfw79g91/RMGg
TJX2UC/BGMiePziboP+GHX8 7hRmMAVFCRIQcOKFyxJGbNKID3Kn/RhUrePCAVWI341SQ0Do5gL1Rn
90ARAQABIQG2BBgBCAAGF1iEESgROzkTXED/0On9BycdvFZX/eZacFAln+zzUCGwwACgkQcdvFZX/e
Zaealwv/WR2LYK1PXe/1sMKfh+iSYeJjvgxl5i4OaLumont+btZmpyYDU8sO0aMBl20BgQ3sNYaQp
fkTk/QNw31buiROPJeANQzC7Ck j3SDBFoMXygxmnzhHOP1qvT90VOB061PlaHg7usuU4+MuvLKrg
vaLtzK4xuiHIzpkTCvtcyNmiS5Q0i2guPV32UQ6HccSIEaZO5w+z6a/V0JZ2191VvwOnOatUp4DsDHo
4KfcUKpNUKoUGgkOhLP 7Dmsqgd1nQoKCw4PxnSsg7H5imHKF1X0o/8nh0G5W15kpJendiIlZzGy/vES
IN91i1kKSqL4X+R4PkT9foAootoK3TrLbcyHuxF j5umcUuggGfsvihgC/ZIyvvoRf4X0Bnnlh9hpo
6ZvBOPDM51JxtUL64Zx5HXLA6COXGEZfZ2VeM+ODgQyITGQT+p7uMDiZF42DKiTyJ jJHABgivV+J16
IM4woaGfCwAU+0Vg+JIDuf7Ec8iKx5UNDI18PJTTzGVp65Gvz2Mg/CHT /peFNHNgW

Date: Tue, 07 Nov 2017 14:56:25 +0100

Message—ID: <gossip-example@autocrypt.example>

MIME-Version: 1.0

Content-Type: multipart/encrypted;

protocol="application/pgp-encrypted";
boundary="PLdg3hBodDceBdiavo4rbQehOu8JfdUHL"

——PLdg3hBodDceBdiavo4rbQehOu8JfdUHL
Content-Type: application/pgp-encrypted
Content-Description: PGP/MIME version identification

Version: 1

——PLdg3hBodDceBdiavo4rbQehOu8JfdUHL

Content-Type: application/octet-stream; name="encrypted.asc"
Content-Description: OpenPGP encrypted message
Content-Disposition: inline; filename="encrypted.asc"

hQGMAypihPateFlyAQv+MndOeKclm2/+RU4Qp3zmbQ3+5mHE7p3Z2LiwnN7Xk 7NXC
rgTEHpAqUDEYi1iXhs4tvmuDH7t+0G1kOPDfG66Cz1cLCwGrLI4AVC6Y5rBzelEjob
z30Fto3dmA4FINTT8I8K6DYEfzmlkuamKesVTTagkVEX084wlNLIBYJbKnYkLbyt
Nfa6xfunYkvUCD8+ymwBzuPMwhFJt2EicFTTIHk1RSu2K+wC1lULx0OhS1uU+kMLWY
GW4DsMv1+TI8 jQJINcI1Met jVwDrBSinKHbz j2bshhLFAQMPBLtRNu7QU+HmjDXrr
QrPgsW64veZe7ThxChaqvQ3BAYIEMLE8+5KfR69AVHVKWS5g+m20PPpKrjKhe7wdxj9
avJjSv8dmnNKONPYdgVLONjyB6CcjWFPg9f7Z jvUwlQI j3wuzS9msSt /8vU91l+kg4
HOWLu/cME10r6X90sQjod4XesjIVITTF35/XraSts5EE/R7VTOmgP /Nw5Y/VO9E1g
k12nXAnEXVyIY/1vOB1ghQGMA1T/aSXWyfnUAQv8DJK2YiuZa2Ky8NBmoxXp2ZHe
HIuSqXp8EfvOFMjCKa3tfRR9mlal/e2DkCe/37VW/5kzBhBvUiXLDZ+tkiijw8cy
Gi9v1WinZdaAKyuaO5BU91cGd3YX2JeBvMsQgAPyt z1 BOPMt qdyyZQsU0hHgbpKJ

(continues on next page)
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nNcrdfS3wX5qJg2DjtRpur JHINVELUWM z 21 ZvovXKB/Wepb JERU3XP 7Px3SFMIb
8gM8YeZoFG1GUAS8XFW1JjpNDMYX7CyG/wQGQHMNmM64P 6sNELN+2R60omV0OxvalHx
hHXfoYOnjs3AQ16xJo042s4g+6Fc2PcCSt80sMO/ZZrPtEILNTGORXIA4ZF19Jwc
rF/7xP0Bu3WaMtnx056IaXGpqvy2vRieaexmrWIT6Vy79qq+86G20qV600fZX9FU
bG2YJ77s/S4GveLuHTE/F5LgP /TShBLGxdpKFHOCES0HMvbJI21iXgmB6Xwlr fbZQu
00e3R919KoymHRAUsQ33b55¢cv21rWQt /z5cv82FFhQGMA4Bme Z3vRALVAQWArIzC
JJIVNYTPxX7wz/5IsORyKaYz/IL03hBbdar6zIcdJ9J%en2vriax¥n4z7Y1+N+alz
19ddTHCHPvV09X6M1LLHXHFn6hpnEn3TAfz2 /pSpJYE38E8r8h6036Fkl jg+C4f]
dyTdCOVIdkbzlcGyRYQ4ysD1rSNRkLbCJ7EJ31HZ3peA+YgCIOEWDPPUKXELP96S
xUpSH1xP176V126/NSlo/j+d5VAQivCg9+J20eITIiMIuGEfqur3p2SmES0oFSQIM
eAcY1gLZimlORc01HRiXkJIx4bHOOCO9W8qRy+P J5EIvgI500F js1j1G6WbKMMab9
odP/nULfxyEaTA+g06eZYXy/rHFVMTPR7SCR2LGfampt rTA6r fVASuUr JUOL TTNg
cpgWL5me7asAoy/vz+wDbjDsCI1pJ8M6r0PCtusamMA+/QW80OBbnXnwhFm/SSNeJ
MfS+xcaKUuOOM7JEYFLSElat3Kp784ToCxgF1SE7D5¢cD2LDkN2P4g9+K3G1i0uwB
8VSg9pcsynDG/vozmt JGvLLhIoUBPqUO03+zVg540sVmhSIS68evdTeDt21YZ1iBjG
Ro4cmugmTPJZFOzdCmzXbJIsLiUDbJGIR8L+sn9Q5/FM3R5PTW38gl4dy+atS++7W]
F95QrEAaPCkLrCVVpT6AR6WGr4QjNehnb9Ykt 2AcrZ/TcNQkT+P0QabDNoJrkMglD
zuyxpgONBjku7ZViRBSntDg3bdFpR76wCXP jnBjYYDtrX50aBE2MNWMgRPRkhheP
E67SEKOJKNEzhx3IZP+xy510sAXnQKupLcKQ37vn2bLmd7YEAQvm3yvSW1IwlETNnG
eP+R3SktF8aZmmdwInafQZDhWAaeXfhhA7wspWNkPKvIWt GO9gCHy JbASuKgC+oK+4
U31lwwwy jleV3JghC8MK/0md467WY1iK7UOMEGAVOA+T8Ud0d23Qk ImBROt sftnWTW
iP46TazPlyPe3T8XSk7pzb2zvrUMO1WTktgSSnOL4pvwlKybtZMssKvRuwixzIjo
bXvLvU8i/X4dRRIM6kvGF+Aq4xBCBHswUUSFb+T3Ljkrbi34pUEGeP+rIjj/DWi+
ubtN1lhjcNMXfDs6Ropo6IsgiHKTr7Idbuixk98sxmRWrfhfk2BPWEU360Z1znDFe
4rwzrJWLrIc3VE9I2907CI0dwvglsdUgqQRvY4gumiMHOFcm5VIc+DEwWg4HWEYuv?7
r5sSs7j3WsulWvCUHETvFve4Heluhhvx9f jpHL8NyQeUFN1z26e08KN+£fmbHRUbvV6
3fLYPw21hxW/2usilmLa52C017XQaOuFdZZsI00N740cSXf6UzLiQDeE89SZ573P
PkA6LiPTi6KrgAZzHCATI jmInPvr6SmxZ78glKsHz /KUFCZPxu9frOn6uhatUb9bs
SmFIUuFOoH+DLNQt19Ex/71yTce7PJiPVA1ikqgssDV43TwgsS25ncQ+ZPQIwrJyQL9
SRYUiDZs6JQLvr15ulgxJslUPMJFauGxoyJWn9PoOqC6Lbh6Rf0kyezDa8DbaOL5
mL7WNbm7z0H1euAwYCWKGU40Z2z02HIvIyZ jRWo8LgCsQgt2hfMZajg5VFEY jNFoWT
9CFmsX2nLOnJHMurU3QIRge/4HIrGGi3t+75aGZdehG+bfIJQONMAa21uiu3dvir6els
gEOocrg34SUiIYN54sDW7BZsQYtgwINEGUDFTQI jYoqC7GoG041H4UBNEdrQG8CL
tRE23v0HDUtFPg78nnLP4VooVttby0jcAME7v6EPx7uC0mBAa5hkBOgEoW/ zguEm
EB7Qqo8PmfFvE3hgDRaDVag2Yre9A9IxXYXffmfcokBUk41yoW8hFUzMjpHOUivV/S
mPmK7Ztal544VPBVuJAcelQz5cmfL0oprmJZdl jT1tXYZxnzsAwWCgRY8LBZC3tUT
1MhXLRUCHSGvLQDZYaCCz3dVwCyNH61N2vDN6CCU6LHT jgKCs0jOREWjgqGLHAGV
BfSFt1DYHd3bE8oLggKkJTAWG8zchbUOxWuuBUJdWV3aGZ/nfcllifxmOedHQ2tXR
tsFThrgOrtoaqfoTkUZxOpdpCya03donS/sahBtbwOvgaTKZVhBquvYV62V2R4d ]
OLH1YrvERwfvTheCgmmiNMfdsfx j+7gq01gFV9iDVGkkg/HfogqTglt sBpcXYmf IVX
WNoX72/I7vJIc9EVIK7411M+3KR+5/1k0K8/9ZFS0T4CDd1hPfdPxB2Vp5Swu+Brl2
AubRHM6c3LYgeqTt JKZuIW8S JPLWWIRDXgN3tFh7faHRB2v/z7VBWSZ834ZrFPoZ
61v523AEzyxkcLoyfDK8K1GBaKfYUajODUL3fnWYZ£06VEcVpjkxftz0e010HV+n
Tt /GWaQVrwiUv8DPKaIwMKmhQngSEtx3+BoxzE7UVIKNPKO82Ebfb6npP+A9gXbE
1e2tJssJI5UM29TkT3Ag0ZGIE85u7xvdgX+tUxLtK8ArL3mc8arWBadGzaBHFgqf fW
bgl3FMk8FOQxIRU03eItmOSLrKmyx51+31bcyzJdp7e5BeCeq/fighwvX8dDdrzLy
O0R90TH1EVT3cbzsqCVx9U09zuoL/eY3GirjabEBQIvs6KAT1z6LUx1 fbKyMQyJ+D
uKdZNN82d6VPSwlapJdvgvAmefyMO4uDygGO2IT1FUBzVQFNg5h79EMFSgINDTIiLx
KIOEXxcLuD+TWANgKbbZvY50qUh7fyNH2r0ic+D8X9nCOchCcVXe8vPV7F jp2Uwh
KJjgx9cOWDMkeggK54pcaU50KgQpgiGrfeMv+ALepDMwEF JOPty85pK+nlHJi2gEgx
NbVwAPkcpj7jv0elKOGN5rDa7038nmlsIiDrDT840tKO08KKaxt rMPC7nRrdODSZH
NK+0t jmt 7e 0Pt qH8D01i 6BIZvBqdgHlkcOOPMECFMF /NdpCYLt 10PCCTt ot KXxUWL/
EZ8ZnwxQkMebJrbWF14b+fcbU40t 1pkzH8uHpcDtNG4 j4 /uy01+MzvPsYNNbJJbc
0Q0gy2T2Ls7YInwcuNrYDvUECRNV4L je fCOHKiI/f/54ViJCDtDLnwRIhg5GFKoz
SE+MLpP9X+hfnAOBkaAfl10XmfKNms2RoI90nnAw830pb402cjAWGThfYJpr3PGlo
zrk8fZ20gBz400z4bEu3SHNtYPyNaLR1bJY8JIx3FUmM2N+jlpt2yKf6J055PJgvbA+
33MXJFPLcLjlx3Bhw6MFpC/FOE1UaIKpDdVYUWaoodSblNKse7wJIMvxwEhidxoK
BO+d1M8uY6HgS6vCP3URLAYUW6yuHXRig3d708d9iITSXeHz4RgraUvReC3sNv6i
ScrzQx1uNt 7TEm9WHMVINRWWwE77smEgvw027/5LLrdve 94 3MUAVREYPJYeMCeMul
UQpHCZa2+RPg9X7LEzP2k1ge75uzCjPDAtqv11Ro3NnXt Z8CxXHWaCoH1hV3Zbi7
PmI2/V1wRj8gZewulLXShaIlDUHsXypFoGig6jIaU6WPyKGFHMtKMTEFpFopPz1O0yY

(continues on next page)
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kVH4KbWXcw2mCMElet 3t gAiVE4mge JmULwe 0US FiBFzJuzth9dVK 4817 YFGXpM7
uevgFrh/z1/y70sbAjDza3ZzDOLt +gEAMRACTPmMuS9141afG2sLwOMXVHELTa2NzZ1
eN/vx0hQeJFgAZMGKJeav5GpMoEGKRNr2sk5ghv27y 9t rIgH6FraYFF/gTtQBQ+9
xGTtaLCVCPfPYahfFDSZ2kd4gsM1kHTQOB2XNwB4h9p4eQn3i jNb3kdisK8sxp932
ArLUe9C2kdvegatzub9MéwbibYir+16530jiDDr5130Z2dShDS0VncgeyPZb9XPr4
jGzc8zWvp/z8kgTZXLonwteBc8MJI4 jSZcd6CEgQLKMUOSFQQA31ZiFvyZmg6r fmm0
Yt/yoP8EaOrhl19dU9JgPffFh6+UNUGaf2+0L5kmU53bQk1DaQ79XRWPOFINVzrsl
ulz5ZW3tInTo/rkYDYGpWOXkwuWIPPnDN9J5yxmepfVxac86LVmMy5iK9gav jWAB
owk2pB2zm9ETul0AC/piKmNicgjIcxZPylJPtx1siZpGPNVu3v57KVBsNlpIuevQj
Q2uY60Ue7118Y5cWIgM7sid6vpLESZggqR480Y4ZPt5gtpAl8pHan4RngbEKCroD1
vgZ+VTe8/vInl10NSAJHAbz4YME2JDbVDDZZRSecqglkpIBlwYXplPbGnpP jsTJu8y
+9+KL1V3dAHM9Hxhf£S4gqx8seJhcVZdI9WyDBGL13HHO06Y2rLebhyD4DEcv1UOXieN
tzwGF4RxmiCDDG1JDY0Z+4FAiOwADVuzLPXtbfS1w3jVtaMIk8ASrhwOGUOlePiL
NcaLhiAM6JLDEV/1ykVuMvXQEVSV5vT3MovOWl /v3R9ve6+beGYyzptJ/ 150500y
IK08XK1YyYnGDMEENNOY fobCmw+/ctNPwdM5ioWskzUx6ku34G74049gtRccHnYa
uU715VvdDfRwwsrhNyMpVK9IAcamzigskP/SXGzxDCK/ jvN/3mc2X9U00JghewdG
TgajsJr7AFwvj0yX1GsY9SvnaBosQqnvddD0dpvVVQOXsLwXHCSngI/3XwFt15c3u
OtHFMzijSmO+JczT5YfOqF7Z2Yst 9Kb62G3MaSFOymPaSpplyiDHZH1rVEQdAx/+Tx
u+VKA/1SGxLvxcrdIinwlAcDRXAw7XNDMiYaOgOP6dRXF+4UlysCS78WvvDfmMvB
PFoSP00zUKX6YbIUldrYBu+zQXIgAEUfecGwpgATWS 7vXw29bLmvtLDh/rT72KsK
rRXBnLZenyDrdJnOra7relgWCwm80zZhOeaxhZ+vOZCQOz1R5hOG/AOEVWNAYEM3Kz
VKKKBJjGRa3pmA9n4eLQFI4BVAPYQ5Wu+dWDBNUl2HVGMAL 1 IGrBYKh3VGTywPdYX
EhN/6BrTDcKng2Fgvih77ILeelp2RP+8ggdS65kdDIFpYSSeOticiL/58wwIxXkll
yOOP66h60cG915rwOM1 Tm4KghnGA8Nzivm38ItDTHPaUKYXsbcXF2d01CzY8MIIg
VoIALICWX1J91n6MEN2dxIsCYECzJ1GfHOKOMRueTOXkIBULzRfGnS9Qyqg7yBY02
jl/v/H8b6tf50Sa/uFblgqcg9K4WjOSAH/vQaDmZpHx3xalUg2v2r 0mepRVN3IHAJVM
vFaFanOJeadCkFzbLBrFRA01l/n3eStm9Gjiz6YW+ubPkfE2VU5zLyixkbg+LHUQsS
X1rtdn6Kk5mgECo9fgtpCR6LAWgPRWV3AVShTktvY++EdMK6cWw9lawag5bLRX4C2
x5R4tBI9nuSYOOwwWaKYZDONmMWTITk1£Gp4x0oI0UeTDAPQOm+yJR+1wLAZHETavVES9
Z3eEWJQKJUGEKE /bWzpfmwm6x7Z2kx10gHHQa6I31gemNNwXRIxUGXFThkiFv5k1B
2hVIz+a8bAC/2KZ1HtF6gPgVV74SiG2DtCsJHV/MRFgUpPt4azoXGI15CvPqRG6Z
yr00gGX1K1wNyGmuQUk3tDuypoBnurWOwSpVcH3p8DX1ToUvYdC1lhAgMXZVVPDeH
+GNA8gk1lwLn3uVQzHqUEJp/ZANmbtu89/kIng3FVbfQf120ZmfavhwgLHoNTo8eU
CmhK8XV1P1BaMBZcMP1DC7dSF4mYsCkz3apDhrVACWxJ2K06wV4aWwj8I8C7B2Fmw
huM0JZ6yfBUTN/GcJs/NVXRATHW/PuRktRB35AfplC9w/L1IDKNAAOOSstpIIG30SL
xeIfgswUXwyKkSmoKg4dwFtYLBfohhVfLs jMZQ4KYcYVN/yWO9BwiWvv1jtlY7a5Tm
J8Rth1RAHMCPLS8A1G+Nhw2DgMWzD4PNGKZw3ymrX63£f96ay9aHZt TkKkrA809y1l
7aHWVrojj0/03p7boIDix3hReACEgximebS3EgCw4AMDB54+WcGRN7nsXJ3q/YAJH
1i0OmmaOjMNWZekp421ltKTwOOCS4NbeZlcyb9Z5R4HSH3+V1ILArZW76aafTXN8nUSu
1sYXjzF7wSJurITquBoDxbdbU/toHt4VQ4Q3RcMb5HKVNSOTzeHnXibCGuIwIXK6
4rMh6nwQtEKPYYyGxEGO00jCKjXuwRecF24K50maTwJJF2s4Qsbjxu0X0UzCnSyk
Zse2TvX61sfjdIx1XZ20uHZWYHPSoHaNX/CNrik51L6XR52C5fCNY7FB7Krdlewl
5p31D41ir0JUb7x2jAbgiI9ALZGVW+4gdxXY41ifb94gpXNrnO8MOs/MOn+g3sp6Pw
UARQ69T+4TINdTG5G6I5IMmMK4 7+p/PqZW+kCX+T7mmDw/KKz10uKkxogi fGU+mJb
4BVLtBj/V2HqyfjoF9rbE8kZZpOwxMf8I/1M292110mz7iLHWE0x50gX+£Z2IUks/
109gfWywP+y3WtpNXtglF5m2FtRRFUQK01£05I1CVIOfo6Yt 8UPJZ4KFROBN2Z9F
vA2yxeb6xEaP3XJrDDrinz30dSEzJ9IYUb9kMxZowVwo+Qt1JutkWJCO1iX7bt JBNT
EKJmyg==

=69xN

——-PLdg3hBodDceBdiavo4rbQehO0u8JfdUHL-~-

Since Alice encrypts messages to herself, the above message can be decrypted by her private key as well (see the

Example Setup Message (page 22) for access to her private key)

When decrypted, the encrypted part contains:

Autocrypt-Gossip: addr=bob@autocrypt.example; keydata=

mQGNBFoBt 74BDAC8AMs jPY17kxodbfmHah38ZQipY0yfuo97WUBs2jeiFY1QdunPANi5VMgbAX+H
Qb8LBKKoUOMJIQrONJ1EXzZ5ILEHC/rS1bJjdmCE8cwIX+ENG6PW1y IXNx10ohR10GK js9cVW87uPmz /

(continues on next page)
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TkIslmfzVB6wiMI1l1l8ax/Kb3IKr6wQXUT+JvJa jWoVDOOD+7FPondgOxITXMEzinJtzgfEY6SB8g
+bwRPI9bMSyGaJl0fxbgqdUxU41iVi8blIpxuhFtvZik8i06avrOPfYmSngANBOECSmuC3Uf2plIHJIR
Fd8012j01zdQQH3EACG4dAdIUGHzxdLBQSQ808HVvBDno%epaui42HDHKUji42mf 9BcO9DK4wW6Szh
BGdefacEmowrwnlRuc3TyFwfNLuM6AB3k0HhOftUz/4tFKWN1DxN/w6xT30GSE2pp211u9xN1S6X
GXOstmDX40tgdMIfzVZgzDWfkZLVeKsE7Z/SNcKouS49FdipChdyO0FuEi4ua3NBFb8ImK60AEQEA
AbQy7ZjJ1MDk5ZDQt YmM5Y100MGM4 LWE2NmI t MWE 1 YmMOMJF §Y JRhQGF1dG9 jenlwdC5veme JACAE
EwEKADgCGWMFCwk IBWIGFQoJCASCBBYCAWECHgECF4AWIQRpSNNHE84£8yaNXvEiFHTviz1NECaAUC
WgG34wAKCRBHTvViz1NECaLEtDACaozWAORHFsA8scsp/J63hHmIplmE9eQiei 3WTaypWOTwrNXFu
2evLWETKM2JP5mKHU2EIg551cXxUxUxVOzFZ6/4pJ70Jh8je9sg8/9aZCGLu+0BIVMTKELtOJRi1tG
y+Ae0sZUAKhPhLWvNwCNN3s JfBEuzZ8pl febYylzgedAlyzr8F6FinBfAiVPXqVOEOCBIdQ2JVg A
U/5j0G63DenTOIReerLFc90n3riZs6AFN8LtgDMix6GJI45WijnpawEYeUd3 jgMwZ SHrPkR3CMM3Kx
XCv8r6319UdXQsFonVb2Z2I5narwCQpRLi0OFwlvret zSOgKdt YOXDWXpgMw 7npSONgCTyYF8WG+Ng
GgdcwKmlSmYYhvsxIwul34CrASHNvESUaVPHlenRt fajeAHf2K1iVx5Wt4tM/RSm+Ls+3U8wKnzGt
hNcfnmAhHZ40+45Drmjc/RzWOMGTWLMQd4uEQ79bul cRXrdde+0sRGweBALACIU9R8me LXUt wFRN
3Y0/0QS5AYOEWgG3vgEMALLUuoUYg JHxHWASrt GWVgN7s36ypU7KLX8gWk0cz15K0j1K6x+RAQfg0
TkcMekC5ShdIt4B7P8+dwWPK75VsTnPk8mlm/QurSNx6KMpBDsr6qy3S6u8C8JicNgutEA3s3nAE
fkvnMmgzp9Z2+g8BI5ZUJ0AahlW3Qj7g/QKFHhSrYU/7TXGn709VvpvKE 5HqLdhmpPWI /pUr02sK5
48R8g8MPXa9fdbE3edYWmAWMP 69wYbyC2aW20nKyI/jfcjiMDabGTSDysCmyJ2F5NU9glulac6qgE
CVCmC8LI2ddOp+h4A8QcVVRsvxYGg25d9Ii5dJVRUpKTIWWEY 7Xak 5xEECeEZC78y7HAsaA39M9IM
zsLD/szyrVuo7gXzgyoZJINQ60+b+GrRVJIJEikrUTddbLaPq/v3hYZaGg3ECuUBOy2ISf10eC7S60bF
JrSQIWmMIG6s5r2IjO0aPX++9xrgh9uUAeEgO9dtDBMEELtWEX6buL9uSXM162z526E8L1BgGG4x5601
owARAQABIQG2BBgBCgAgFiEEaeTZx/0OH/MmjV73xR074s9TRAMgFAloBt 74CGwwACgkQR0O74s9TR
Amg7YAv/cv5Yt3Ja/f1XuFhk+TU6WMvz0ehbMIIegW42aW69k78vtEnhwZEYfVvEOVN8YO2/s+n8qg
cimkJFmOTNYnmybO61bCtIG03UsIJ84H0zB2L5ws8hTfTHy3xgBgaz7hBxki90oK1lrIcSeSPfbGa48
08w1l+FQswFht0L4BTCd/40fdwLVWFPVgjk/UZn9vMKxMgtN9+VJI72hwKU/Rf3PnWI6DIKM6MAS0a
YUHxZJYR2KBmg6LJ91rdJ+WUBV7EB2HWtCsx/6kA5gy4ZLOLhrhQz9fS5sjCwFH4mg013gTRGXWx
UwKVVWEXHYbgvcEQVIWw/13P06eNJd2qGlY6uAI0K8UN3UmMFeVROBNMFyX52GgqJvMt PdXcawr j081
MglXoBRs6qW+WpX8Ujllmu22c57BTUXJIRbRr4TnTuuOQOmTO0egwEFDe3x8VvHSFmcf90zG81KRIfLUE
+F2ewrzzmm3XY8hy7QeUgBfC1lZVA6A3rsX4gGawjDo6ZRBbYwck INgGX/vQk6rGs
Autocrypt-Gossip: addr=carollautocrypt.example; keydata=
MQGNBFoBt 80BDADGEZ6PgWOS5ShUEO1dkKm+ixJIXnbVriPz2tRkAqT71TF4KBGitx04IPVIRPI jJR
UMU089ddyqgQfiwKxdFCMDgFDnVRW1DaM+r8sauNJoIFwt TFuvUpkFeCI5gYvneEIIbf1lr3Xx1lpf5
sLzaERhrHMZMG2 farrA+IBymPf/BRdAcE3rkUU95ssnabl/aEEA/YrCFAwWCGg7yW700mF1Km/SiCZ
V4 /m0fae9+Xw+elWMb+Mav7xL1vbgGIIPVr0bZgg8rrdgndeK/Nx9OvEDD/TepcUfWWUTA8mFYdE
P/20Js5WGLJj1QKUK7LNLDix7deGVhriugVGMsDn5BTojO0EX1gilkhOGX2PGz /E+KOWBMnUJU7M1B
qeCfKIIDtwCx3bkLd+eRAVF7UPQ+nZV8c/BvDJISGL7Mak3wrd9P2YxmSFditPReemt GHsSEOKAJ7
Cbg5w4LgDONTv2CETWwEsZeP2YABgLe31d1l fKEsxTJahVTmTWMkBSTaAmt TmbU2tZsr6nJJISAEQEA
AbQyNDRkYT1iODUtZDgw¥SOONmMQzLWJIJMGULtOTM2ZWMxN2YS5YWZkQGF1dG9 jcnlwdC5ovemeJAC4E
EWEKADgCGWMFCwkIBWIGFQoJCASCBBYCAWECHgECF4AWIQRNYS57MDS/rhzDQVt £Bg7 jfn25RMgUC
WgG3/wAKCRDBG7 jfn25RMsNKDACS+09B41TQLTfx+vChiw2KNA1VGCFFSp2Twuil jkgpLXHwk 34N
PFAbiAUgNNg80Wh9Jkv7b0KX1+eapmkMbNpHWN7u2bMx jerKvpluuuZNSYGB6YYDDQJrhUariEFm
eYNMVOr3NGKihfM41+E9rvbrUs4AIWAGnS5Wx ImM78XzGy2WSxuI 0fRN+zJ5dYphVI+VME8IR5AhS
b/g7c9Vttclh3ICEuOkxJIBcvSGafSc+KVi8SrsAjnhlvRD/RBwOMWN7Lay0+9GIWG7ULxLm5L jWh
0vZ+9giGbZuzuKUtvAu05j6pxdVANN2yXYKVM6RNTFrnzRZ0JSuB7JdJmcS8xUvJhl1lXk+1La+xleS
r5URQJI7weogSffKyCojFMd+13tfv31fhCk+9VYqnxAg81700TeRYHIrXn6vISgxWiYgpF4Av+yiy
77138ESTWRETSmVvHDL1ZHYehr20kQr2ibRiv28XdOvxh5UDU4 joNvV7bt K+uQM0 fggdpPQd6RQQ97
BjIxI/W5AYOEWgGG3ygEMAL2AepcoX8fAdRuyajftxM+9PBiARIUSNVE8rVbI87+gqvENEXODWET2T
/1GskpY+5KtnYnDfqo8ut /DgHg53Ea6gtdrlz6+FibmmoTXm81tXnTIMf2WhHMg/P343bHRWYgh4
V3geslcAzugp8DF8sE4JtelrCksRjzAWJ1BD2X3g2WWSx2wZT4LsIAUDXWOxXSr1Vzg8hSK4Xg+4
6KxaRzGOH+N91X8mj1OMTV16aX5WVI6Rk8WDxpAmMBny1CbK1Uu/sRhN40Td3NMQ j7bkpcnXeeceO
/JVbgLEVARG5mj14BWIMSdgXoIl206/v7xPh+b3cpc7+W6zApvwyhDLaizHjDeS1SqT/BeelQqiw
4G75zwBkD3JLRPr/me0/z6J99hQVZYCnIQtZfxwddZ6teJ1W7rfkn9BiX1dG94xi2poWROTATP jP
TAFTDSzWdLsPJvk1lb0/+nhHuGeYzTVEW7YOyIZZXESrVmTcuCpFPv+M6VrFfnlCdb515J72341019
OowARAQABiQG2BBgBCgAgFiEETWOezAOv64cwOFbXwaud359uUTIFAloBt 8oCGwwACgkQwau4359u
UTKySwv/caLupPaC7kudaEEWlwlY1KbrKAwPeSORYIYaPGnrgDF j8e9ThaxMaogD8JRAJI35kZedm
wINnRKvwSCEI9NydkJINGBbUkXgInnnugqggOnFELdwJkfk8+sOhnXDoCrUkAoS6IbUgqQ9ua9gFF5km]j
+JKhwMnRR90k5refGrpp9C61DTxGSOkNgt2Ca7/060BovckRNQINn75xR041kvBF903VZcfSyDxR+
eNEb2 fMmp66vda8KYncvhBMC3Gi+ablNCfbMP9Lax+pzAB2xb1USBxQcJzDOBmMhYLBESAX6IEDNne
c6d9sMHIY3GPq4aS4MOgFVCCVv+nUGzkYYEordIot 2dKTPRQ12Cz//XXrVNglpXhdtDUghOmKBuUM
6dYFLBDgcDrPcQabyGUJIZyHknkQJktoO0aSNmHgas juVhS2N7UuHI+ILMULSQpBQaCirTTz+CpwKU
Iy9gsd5eqg/4Vvc2RAezUv+A6p2DUNHgFMX2F fDus+EPOOwgeWbNav601aE7UhyugB
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Content-Type: text/plain
Hi Bob and Carol,
I wanted to introduce the two of you to each other.

I hope you are both doing well! You can now both "reply all" here,
and the thread will remain encrypted.

Regards,
Alice

6.4 Example Copy when a Reply can’t be Encrypted

The message this is a reply to was sent encrypted, but this reply is
unencrypted because I don't yet know how to encrypt to

" “boblexample.com” ". If ' “boblexample.com’ would reply here, my
future messages in this thread will be encrypted.

6.5 Example User Interaction for Setup Message Creation

The Setup Code shown in this example can be used with Example Setup Message (page 22) below.

You'll need to use this Setup Code in your other e-mail app to use
the Autocrypt Setup Message:

1742-0185-6197-
1303-7016-8412-
3581-4441-0597

6.6 Example User Interaction for Setup Message Receipt

To initiate the import of the Autocrypt Setup Message, the MUA can display a message like the example below:

ExampleMail has detected an Autocrypt Setup Message created by one
of the other apps you use to access "alice@autocrypt.example". By
importing the settings from this message, you can start using
Autocrypt here in ExampleMail too!

Please enter the Setup Code displayed by your other e-mail app to
proceed:

[ Cancel ] [ Import Settings ]

6.7 Example Setup Message

Alice’s MUA sends her a Setup Message after showing her a Setup Code (the code used here is the one from
Example User Interaction for Setup Message Creation (page 22)). The generated message looks like this:
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Date: Sun, 05 Nov 2017 08:44:38 GMT

To: alice@autocrypt.example

From: alice@autocrypt.example

Autocrypt-Setup-Message: vl

Subject: Autocrypt Setup Message

Content-type: multipart/mixed; boundary="Y6fyGi9SoGeH8WwRaEdC6bbBcYOedDzrQ"

——Y6£fyGi9SoGeH8WwRaEdC6bbBcYOedDzrQ
Content-Type: text/plain

This message contains all information to transfer your Autocrypt
settings along with your secret key securely from your original
device.

To set up your new device for Autocrypt, please follow the
instuctions that should be presented by your new device.

You can keep this message and use it as a backup for your secret

key. If you want to do this, you should write down the Setup Code

and store it securely.

——Y6£fyGi9SoGeH8WwRaEAC6bbBcYOedDzrQ

Content-Type: application/autocrypt-setup

Content-Disposition: attachment; filename="autocrypt-setup-message.html"

<html><body>

<p>

This is the Autocrypt setup file used to transfer settings and
keys between clients. You can decrypt it using the Setup Code
presented on your old device, and then import the contained key
into your keyring.

</p>

<p]’_‘e>

Passphrase-Format: numeric9x4
Passphrase-Begin: 17

wy4ECQMIO0JNRBQfVKHVgl+a2Yihd6JAJRIHOkk30DVeX7nc40i+IjEtonUJdt
POPOOtPWASWYuYvjZSuTz9rlyZYV+y4dmu9buINEQoRIWg2wnb joUoKk4emFF
FwelUj841iI6VWTCSRyMu5d5JS1RfOAX4CG/muLAegy IHezgYOEC0Z3b9Ci9rd
DiSgggN+/LDkUR/vr7L2CSLN5suBP9Hsz75Atav8DJI2DYDywYX89yHICEL10
WohyrJPdmGJIZ£dvQX0LI9mzN7MHOW6vUJeCaUpujc+UkLiOM6TDB74rmYE+V
Z7TK9IBXbaN4vVedyxVZfgpXUoZlaNpvgPJXuLHJ68umkuIgIlyQvzmMj3mFgZ8s
akCt6C£30509n2PJvX89vuNnDGIrO5booEgGaBIfwUkORwb0OgWsm5U0gceUz
dce8KZK15CzX+bNv50C+8 ] jBw7/mBHVt+2g8LI+G9fEyINIREkp5/v2ZRNOG
R61pZwW+8TkMvInriQeABgDpxsJVT6ENYAhKPG3AZCr/whGBU3EbDzPexXkz
gt 8PduSDrazLSFt jpjkekrjCh43vHijG18I01iWxKQx0VEBkHI709CsHmbOrlo
F++fMhObH1/aewmlg5wd0ixwZoP1lo79he8Q4kfATZAjvBlxSLyMma+ jxW5uu
U3wYUOsUmYmzo46/QzizFCUpaTJ4ZQ2Y1/4sf1idsl/XgZ0fDINCrdkWBNAL
0tQF 94 9pEAeAdhSFHEQDNKAY8A7fk81Z2b1lqWPkyu/0x8eV537Q0hs89ZvhSB
V8TKEAWxXxWt 60+E0l1f8PvvkvB/AK1fWg4AMYShgyldwwCEfkED3rv2mvTsdgfviW
WvgZNod4eRkJrnvI9Be3LaXoFyY6a3z+0ObBIkKI+u5azGJYge9704E2DrUEKAQ
cScgbupzXityOE+Yhm964jzBzxnAS52S4RoXzk JTxH+AHJO5+MHOxmREMdA2 1y
7skM106weVOR0JgOdkvEiOFDTHZLIVCZzVyYV1OUJYYwPhmM1426zbegHNkaM
M2Wgv jMp5G+X9gfDWKecntQJTziyDFZKfd1UrUCPHrv11Ac9cuqgcCXLtdUs
JI+elY9fXvgyvHiMX0ztSz1lyfvnRt34508G9768fEQFQR/VIepULBS5/SgKbg
pP2f1gJL48kY32hEw2GRPri64Tv3vMPIWa//zvQDhQPmcd3S4TgnTIIKUOTAO
NUO6GS9OUAX12fdSFPZINCAKNIaB69+iwGyuJE4FLHKVkgNNNmDwE3£100czo
hbboWzA3G1lpR2R16kfe0SocfGROCHTS5ZmgI 6es8hiWx+RN8hpXcsRxGSOBMi2
mcJ7fPY+bKastnEeatP+b0XN/eaJAPZPZSF8PuPeQ0Uc735fy1PrrgtWK9Gp
WgODPaWV/+0940B/JviWT5wq7d/EEVbTck5FP14gdv3HHpaaQ6/8G8 9wVMEXA
GUxB8WuvNeHAtQ7gXF7TkazZvUpF0rblavV88uABOOPpsfAyWJo/PExCZacg8R
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GOQYI6inV5HcGUW06yDSgArHZmONveqgjbDBApenearcskvoUz7g+Bp60GGSA
1vU3C3RyP/0UclazOp72MIe0+JvP8S5DN9/Ltc/52yZHOJLoG+npIXnThYwV
Okkrlsi/71oCzvhcWOaclvrSaGVCEifkYf+LUFQF rFVbxKLOQ6vVTsYZWMOyM
QOsMMywW5A6CdROT5UBOUKRh/S1cwCwrNSUFTRt 2UpDF 3wSBAcChsHyy 90RAL
Xd4+ZIyf29GIFuwwQyzGBWnXQ2ytU4kg/D5XSqIbJJTya386UuyQpnF jI19R
uuDOmVE£Fvo JCKDIDWguUNtWsHSgO01INXDSrY26Bh10kMpUrzP£X5r0FQpgDS
z0OdY9SIG+yIMKG+AnwmYnFM6VSENXVL+6XZ7BQTv1LIcITu+BujVNWteDnWNZ
T1UukCGmFd8sNZpCc3wudo/gLDOxih/545tWMf0dmeUfYhKe jSX9uucMRZHT
INOFINw04fDdp2LccL+WCGatFGnkZVPw3asid4d1lod9RGIDbNRBJIEpP/QeNhc
/peJCPLGY1AINJTEQ+MVB+DHAGNOuUY//be3KhedBr6x4VVaDzL6jyHu/a7PR
BWRVtI1CIVDxyrEXucHdGQoEm7p+0G2zoule/oxbPFoEYrjal+0e/FN3u/Y3
aG0d1YWbxeHMgTh2F31B/CFALReeGggN6PwRyePWKaVctzYb6ydf9Jvlieqgl/
avVIC5rf9eFGggA+0Ix/+XuAGlwlOrwlznvta jHzCoUeA4QfbmuOV/t5drWN2N
PCk2mJlcSmd71x53rn0OIgmelhggchjezc4TisL4PvSLxjJ7DxzktD23v2I/Q
01SxTUaXnGfIVedsIOWjFomz5wotZ JCOB505TpSRRz6gfpe/0OC3kV7gslYCS
1JTTxj1lmTs6wgt OWJKkN/Ke0Cm5r7NQ79szDN1cCOAVIEOQb3U1R88nNdiVx
ymKT5D1+yM6acv531NX605BH+mpP2/pCpi3x+kYFyr4cUsNgVVGlhmkPWctZ
trHvO7wcLrAsrLNgRxt1G3DLjQt IVY+w5qOPJv6s9qd5IBL/qtH5zgIXiX1M
IWI9LLWHFFXqjk/f6G4LyOeHBOAQCcGQ4Izt gz TKMYEMFWVIpTO4UNG+ET7yQ
gtcYSIUEJo824ht5rL+ODgmCSAWSWIomEOoTPvgn9QqO0YRWAEMpsFtEL7k1S
qjbYyV7Y5A0jpCvgbnGmzPgCgz jjN/p5VKSNjSdMOvdwBRgpXlyooXg/EGoJ
ZTZHB8nLSuYMMu7AK8c7DKJ1A0CcTNYHRe9xFV8RzEiIm3zaezxalr+Fo3nuTX
UR9DOHOEHaDLrFQcfS5y1iRxY9CHgON2ECaUzr/H7 jck9ImLZ7v9xisj3QDuv
10xQbC4BTxXxMEBGTK8f0Oc jHHOABOYyhqot OreERqwOV2c100GUQESQK18zJCUd
BTmQZ709ttASD7VWK4TraOGczZXkZsKAdZko5T6+6EkFy9H+gwENLUG9zk0x9
2G5zicDr6PDoAGDUOB3B3VA8ertXTX7zEz30N6m+tcAtPWkalOowokLy3£f007
ZdytBPkly8foTMWKF2vsJ8K4Xdn/573J2qFku32xmtiPToabs8wINOO6AVBO
0/AuttvxcPr+ycE+9wRZHx6JBUJAqOZztU3zu8WzMagqVKb7gnmkWP1iL+1XFp
24mr0AghScIvjzTDEjigDtLydURJrW01lwXjaROByBT4z8Z jaNmQAXIPOIRFC
bDO0mviaoX61lggQLmSc6omzV1zzNZRCKt SvvGEKSNJ6CB6g2EeFau8+w0zd+vv
/1v6Img3pUBgvpMalsxRXvGZwmo2R0tzt Jt+CgHRvyTWIQL+CjIAWyoHEdJVH
k7ne/q9z031IMsQUO7tVYtgURpRYCc20M1 IVQt rgbmbYGEJOrhMjaWULg9C70
60DMOEF1CAId3P8ykXONMIUFK1£9115nr19B/gf/wh6C7DFLOMN JTWDXrEiP
6WFEWTeUWLchGlbpiJFEUO5SMWP IRORA3BHQVVPzLLgeBAxMVW7D6WCK+KIxT
W1rOKhhLVvKU3BrFgrl2A4uQm+6wlj33Feh68Y0JB7GLDBBGellQtLCD6kz5
RzF1+GbgiwpHi3nlCc5yiNwyPq/JRxXU3GRb62YJcsSQBg+CD3Mk5FGiDcuvp
kZXOcTE2FANnUDigjEs+oH2gkhD4/5CiHkrfFJTzv+waw+jwxPor2 jkZH2akN
6PssXQYupXJE3Nmcya¥YT+b5E6gbkIyQj7CknkigmrgrmxkOQxA+AbL2Vy IzrW
u0+WvE+C+SebWTo3gqfJZQ3KcASZHa5AGoSHetWzH2 fNLIHfULXac/T++1DWE
nbeNvhXiFmAJ+BRsZj9p6RcnSamk4bjAbX11g2G3Sq6MiAl fIRSMLS juDLrQ HHeVsXYNb
P/NO/mad4MI8301JyipPmdtzvvt INOD/PJIcnZH2KmDquARXMO/vKbn3rNUXog
PTFaQyNTr4L5FK86QPEOE4hDY 9Tt HG1EUiNVD+5suGVGUgY fV7AVZU46EeqO
rfFj8wNSXlaK/pIwWmhlEkygPSxomWRUANLX1j06zX9wk2X80Xn9q/8jot 1k
V15400d7cvGls2wKkEZi5h3p6KKZHI+WIDBQupeJbumalGK8wAiwjDH59Y0X
WwXHAKk7XA+t4u0dgRpZbUUMgOmvEvEJaCr4gMlpuGdEYbbpIMUBl1gCEfYUStal
zbepMIT+XYD5mTyytZhR+zrsfptlEzbrhuabgPioySoIS/1+bWfxvndgl6r0
AdNxR5L1VSVh8QJr3B/HJhVghgSVrrynniG3E94abNWL/GNxPS/dTHSf8ass
vbv7+uznADzHsMiG/Z1LAEKQJ9jOENJvHMnayeVF IXDV6 jPCcQJ+rURDgl 7z
/qTLfe303zBMG78LcB+xDNXTQrK5Z0LX7h17hLSElpiUghFa9nviCsTOnkcr
nz302P4I0FwJuYMMCE fW+ywTn+CHpKJLHWkZSZ4g6LzNTbbgXZn/vh7njNf0
QHaHmaMNxnDhUw/B113uM52gt sfEYKO7SEhLF1JbAk0G7g+0abK8dJIxCRwS3
X9k4juzLUYhX8XBovg9G3YEVckb6iM8/LF/yvNXbUsPrdhYU91PA63xD0OPgb
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zthZCLI1InF+1S6e41WJv3nldc4dFWD7F5tmt /7uwLC60UGYsccSzY+bUkYhL
dp7t10QRA5AG/Xz8X110Rk8cUjvi6buzZss5LyQpKvGSU+77C8ZV/0S62BAS5TE
0sBTr02/9FGzQtHT+8DJISTPPgR6rcQUWLPemiGO9ACKERQ/g3b9Q0j0upOcKL
6dti01g7A0rc39vV18DPMFBOwzchUEBIBFyuSa4AoD30tsoilAC3gbzBwu3z
QLjmst76HECWDkxgDAh1Bz6/XgiVZsCivn7ygigmc2+hNEzIdDsKKfMObkoe
3udzmmsv8Bh5ZEt fGoGNmu/zA7tgvTOCBeot YeHr206pLmYb3hK+E/qCB114
8pK4gYrjAlF+ZMg9BzXcaz5mREKVEAQt ghHOaNgopBczSEl1bjFF6HaNhIaGa
N8YdabNQG7mLI/fgBxJfkP16HdIhEpct p4dRURbSFhiW+wn0085VyHM6a+6Vg]j
NrYmhxPZ6N1KNOQy76aNiw7nAToRRcOv87uzZnkDIeVH8mP/0hldyiy/Y97cG
Qg0eQHOG27QW57nHhgLRavi0zzQZekuXWFbga jpaabEcdGXyiUpJ8/ZopBPM
AJwfkyA2LkV946IA4JV6sPnu9pYzpXQ4vdQKJI6DoDUYRTQmgmf SFGt fHAOZY
V9k01iQeetSkYYt0agTrg3t92v7M000/NJIW/rKX43j2djD8wtBovOcv4ikxgdZ
058Iv94R0im48XfyesvSYKN1xqgbXH4sfE6b4bIpLUxQVOMWANLK OMKSD+C1i
IvrGbz5U5bZP6v1NbeObYz jvWTP jaMr jXknRTBcikavqOfDTSIVFt T4qvhvK
42PpOrm0gdiLwEXGKQIF fEfYZRgECYRGg7rH30Nz 6 ZNOEXppF3tCl9yVO1lFb
ygdIeT3Z3HeOQbAsi8jK7016DSXL7Z0pFg9BvoyzusrF7Eht /£SEpAVUO3D1
TugjZcsQRhMtIvnFOoFujFtoodx9x3dj/RarvEGX/NzwATZkgJ+yWs2et ruA
EzMQgED4j7Lb790zEWnt +nuHdCd1PnNy8RG5u5X62p3h5KqUbg9HfmIuuESi
hwr6dKsVQGc5XUBSKTt0dt jWlK5iaetDsZFuF5+aE0Xa6PmiQ2e7ZPFyxXmO
T/PSHzobx0qClKCu+t SWA1HDSL08IeoGZEyyhoaxyn5D9r1Mggl0lv/iu59r
1RRs+plAhbug5aQA3WKtFIN6Zb5+AVRpNUyrxyHoH36ddR4/n71nI1d3STGD
RQZLrOuKHS3dCNW2Pt151U+10YSWFZwC6T/tAbvwhax+XaBMiKQSDFmGIsBw
TiM1JWXhg2IsjXBvCl6k2AKWLQOvc/Hin+oYs4d7M9miOvdoEOAMadU/+Pgn
uZzP941mOUV5UeTCChIpyfI7qtIi3THlcQmC2kG2HrvQYuM6Momp/ /JusH1+
9eHgFo025HbitcKJ1sAgxsnYIWS5/jIVyIJC7tatxmNfFQQ/LUb2cT+Jowwsf4
bbPinA9S6aQFy9k3vk07V2ouYl+cpMMXmNAUrboFRLxw7QDapWYMKdAmnbU50
HZuDz3iyrm01lMPsRtt/f5WUhZYY4vXT5/dj+8P6Pr5fdcdS84i5qEzf7bX/ I
Sc6fpISdYBscfHAV6UXSEVEVPKEUQVYwhycdkkwVKjZBagsgjAATVEhQXZ03
rC7di4UhabWQCQTG1GYZyrjdbm6edg/32uVvxMoLS5kuSpi3nMz5JmQahLgRxh
arggl3K2/MJ7Tw2AI23gCvOSbEmMD1ZXTIilaGYdZfu7+KqrTumYxjOKgIesgUO0
6ekmPh4Zu51IyKopa89nfQVj3uKbwr9LLHegf zeMhvISWQWghKcNcXEvJIwSA
vEik5aXm2gSKXT+1 jXBy5MuNeICoGaQ5WAOOJ300h5dNOXpLt FUNHZKThJVR
mngmlQCMMw2v/ 8=

=9sJE

</pre></body></html>
——Y6fyGi9SoGeH8WwRaEdC6bbBcYOedDzrQ——

When decrypted with the Setup Code, the encrypted blob at the end contains:

Autocrypt-Prefer-Encrypt: mutual

1QVYBENn+zzUBDADBo2D+WUbm31N11XtQTxLhxVADIIMLK1dFUgubSwlKAMrWw0x9x2
TcRNxzVrTfiv2FiwThUHZmJIBFai8Ht sMvn/svrCPeGPvk JTDMCWZaEEc5/g51Uys
zJf6fUsGXsC9tUcvabpGHaTe8Iwpz5stKJjRKI3U/mPdQpXmaurwzEdv1INWNi9A02
rwiWV+BK3J/98gBRFT8W6gv+T/YGXVrgXMoMMKLTFze2uyO0ExJkhI64upJzD0HUb
GJjE1YdeSWz71YhQ2y5cmnWPfrnOxiOCVyKrgBulksda5SIjEqCICVYprX/Wvh5fe
RXY fFtWVQUMeo 6moNOhTMIX+zQJPWWuWivOJpamIuUCziEycX8RtRo0OyAOPwe/vIp
POxXAMusQCVNn1l5YwWVECNgzXUi3EB72wXJ4411VEzPCS1gVNZV7Ygx11W4APMRcFB20o
pl025rk3GD1ImMgEVcGl1Hh4FtEBkmwVjiv4duNOE33r2Y£80sFAKKNRCR11Yn8409D
aJGou4 1hEV+LASUAEQEAAQAL/12DNOQ7gCR565RmzMvYtheuPIrrnJlmt 7WxndNs
BwpyQM6rrige5QWh9a6RrkrIdzoDNEKfwCbLjDQhLXu+18tBm7axBY4052VcPudi
eLFuXWPcfE/ejX447kYiRbuhLMjazbP6ujpzQAKAYyxiPw6gMUv3eenywVBd33g3D
3BMw2/0RYYguVYoE+4MkqdJtuTX8VL1s111G1l6vGRQeOJgqY07ptVz j+fWUiPlgw
a/uHEdidebTjOFrYtyYt f6hDB5QNKR6X3Bax+1N82mJI4iGCONbwPzQcTy+LXub6
Q9B5V5gB6PI9A3RfwpgeJOH8Y /WEGT9Tfmzg+fwMtaDvEitkHAS4T1bYWfUuXeIklf
HgESWo0311LxG59PxxvBtRWWRVACW2Hzz7IcAMhEJAZKEUbGkn501gKBrNjX9/4nG
wKEVEXc358KwvRd64pZNzrwjvE 7CEhFIcWNeWyF jaG0CqlisGxanxzUcH+SO1gHx
w7b6e551+G1l9+b1lFRItT+wk4yQYAL16SgrvPzXj3Mat238BsosX5N+6RL760HjXoU
SC1EOQUAQFxVOUWUGMSA/p41nDkwN8dPkVP+8AXYcOmgsCv/5j0gm9Px1uIl2LUGEa

(continues on next page)

Autocrypt Specification 1.0.1 25




(continued from previous page)

0ZLN3+XFcpxxVEILcfErrwlPPL81ng5cK2NHNNCSpwbEUssiLdl1uQO3IzEFrfcO
GMARweu4Vr9pbD5Qrvaea+TATe01lHj2dDEOEJIDEAuWi KWhNKG 6wp3z4MhGpuUN/
CSywaZiy4V3HapPt5t0ckAVVTaYJBgD14IG1XHjrEke7aplWHulzsXjtPupyVLB]J
RIHVhKZUtPullETg3SwX0cdyAyliCt6rs4Hppl9HYCcJIE3mWYDEn+B8R3+HGHOHHS
uynnLzx5WD4xsWVFAEluvVjzWcOnOnxamUzHEfE+5+8GuTechZ jGrPVvZddMg09DV
5QU6tgOUfie3tmJubKSEdFfzIomL7p3ZNcEcLr6tSdyHg6XalFt27Y6xNdwDadlT
KO+FamsT1GUlOnpINwjj4Ee7ZVJAhdOF/1i0FzZh4c5nmox8asjOBIwyEvzZEU3ilW/
Rh3EDTMLKIWEZ3H8LFxc/vt+T8LDNn9paggV4K50H8v2111hY1UezygVERRXht bt 1
pvoN/sAnZsvii0PXec8vM7kttX583LyFOphuMFZOrAii47VvYUgqzBTrKdggwxdjE
NagvKTQhsGIJWh50jHRONpOHazDKZcwfYvNzPuRiYUrRsIxxeYak3i3d2LgbacxA
wnySqvFKOVsQ1lROYxzbUspVi3X6YBIpwXOSXtDJhMWViZDY4ZC04Yzc3LTQlY jgt
YJAzMyO04Y2F jM2Y3ZDIwNmRAYXVOb2NyeXB0Lm9yZ4kBzgQTAQgAOBYhBOYEaMSE
13w/ zp/QcnHbxWV/3mWnBQJZ/s81AhsDBQsJCAcCBhUICQoLAGQWAgMBAh4BAheA
AAOJEHHbxWV/3mWncL8L/222EH1DgjLKMRE 9mZF jdXy frTB3SHfm4upB9xvnVRgp
neP7rWdyTPaIHOutHF j1DfVajMyrNr4nN7j+D9VgcuVLtmDQzeksrNtITIO91VPn
bcFUWwJIDCOSrrv0kzn/E/Mk49pvil51ciWwo8R82/MgAr 7HRrhDxvTdJ6YvmaYY8Gu
e4LNr+cWF69StBtu25TOEGcwUGW8q/NZRMocSAgMurP 7xgq485B1JsXYP/UES+1uh
t2BCL5gktgPvv+1RFHWSnuy7nUh990z SqAWWmHYPBBi1UxAyGjPLjd6pPXL1AT4ME
1EEB1i1xXEKZNwET1lnxgmdakf9rF8IONuhbAPraA3R1rBzt YRD6t2C7xZ0hyi jgDgL
IKTpezn2Y4YTSCwJIlm/Mqudk5ig8RHN40JIsNzeFcOM4TzaiQGNCGw5UIrdru7IAh
mdzP0gi+LQKRD13cS4bzb3sdJ/X8+6myIWAcGwnOZnnj35kcteVnmyzhgqPOel7ts
KTyhRQv4DrX6clhWxUNI7Z0FWARZ/s81AQwAQjE£80QSOCGXRKCxvOodpQCiGHAZI
xdQPt1CfbxkbFH/ZjnC7s7kx208woiuzJCiBJ4afXyuczU/GAEY6t £5CdVIN2Tvd
V4wgPgczVNN+/mCaSNxvo2mEY 94 5NnIkhuOBDETPYt RUEUux5FL/0I4XmrpOP 5Mk
VI9sOzmRWbwuoCtra9292nFXrlY/YV/PAcgpPPETCcMpzeunvIQjnarPzExMI741
QEhz2vB2PtOonEw5S5N1B1+1j+W2IbCDeUIZhoe56MnMNCVTO9f04ISr9ZPvIRWO3Bm
SuxPi4b0EUZb5Y5e46mADi/RhDrZdACi1UIdRIXRCcWt JvoNOvg9iN3QuT/PudwBf
m700V8k3dNWonFLSkNal9gPnYH3fr6alMZH73u7KoQFULArDDWm8plkOu6JHjc7S
TrdMw7/hwCFd/Dur3X9EwaBM1fZQL8EYyJ4/0Jug/4YdfzuFGYC8UJGNBzQOXLEkK
Zs00gPcgf9GFSt48IBVY jfiVIDQOjmouVGE1ABEBAAEAC/4tr+ez76K7vE8fQ0rd
NjJAdJ4zrO0BVKGGzBkVKRILPUVryGlub84mbI1NAR42TM/1IrRgpe 6XENEYN/C5p
28TPUrWZ2wofqw9d90IwMxf0SoP1hl10H751Li0OI3zEZWE470HwlQbhkuzpvuosA2
OXNtWATGCeFZNGOCGQCV11Gt00nxIzvOBB1ZvX2gWML5Vmpp+X3Y/w6wldD4tmIO
M8meHc31lbb7taCGvyVdl j5Q0jReigPovpeRpsu2l jE4swdvma/IZuiEg0O+0JPAS8K
atGP+y1lmEHT78KyKc7EdJY+Pw9a4uD2eTdNO1HjOdFyBVE/JHX/nG0dBQrnL14J9
10bGGOXx1t3qo5v9jp6NZI+IC4/ONYMLBFFS5QWJI4rWveC049wD juPh5HVO4yvrX
KrxVA8GCkbV9ho3gCbJyMogfNdcEtbzgKzc84W+alVrUUKbuUEPK6 j+auGTL1PIT
Wym6hgHPENObkr3golwn6nCyY¥z2J83RggMKmw50vcz5zmjEGANR2GBOs0rYY5m3z
x2ISPulZHpadW7UB1RfgmhCQ78NIUPOji8Qp2/Ehj94+/OULMTUKCTNXeF1t0PzF
atiOQWohM8aoATK6ZJIrk+PdPTu6/2seEtPm6YfaIMGO9TIgxcl5hC6jDc7x4wx )9
1Bw9zVzFGPpRTfsgawVhO+BoM2tQ17R40WV jXopGRUkznB/ZJiZXDbxeq71NcgQou
6uib2SF3aMzes/a+CdQR6GC+cGNAEZ3YRb6d4dsEmMP3xQrESRQYA/Uw95K87jIYs
GSngKdpfAES8rEbn6AU9I20KONEE1OVAFFULg+m8R2TYXr 9U8 §5bA961vKvSe /nAUj
Jn7vVink30FoO05htW0agkGIAKUDEFS621 jGAdIJWrD67IM+GHLHoVkIsDCYOJLS76HO7
JC/P08J+2K6IwSYgx8TUTywMPGt IRDE11gJwPTXKnVIH7TWTbgqg jNgWR3dalKKLY1
0x76ZMCin6JrkYRIWHNkIjLZSVLnPMSeohm7KvYwrnmadrvGPf/xBf9QvEZAjF8JT
2Ez6LFePDA83joX9m75yXh1Cl{fPJpMhud+gaaNPU7+S8gU52BvD6AFgzJQSvwZmB9
uzgqikKQooqezl1lJs9zP/6+sPk91SmZzdvLjQ4/JwaiCPtw9/tGW8/nFQxNeg0jdOJV
IFPmop0+ouvyTINkfN69AGU3BUBGo+kTXRbjV7Q7INAFF §SKBK56pt FIVR/h4mpE
0Lxv10gKnmDxWYyEOByquak0hd750209ttRWeatE1blo4bV0+A10s1i71xIkBtgQY
AQgAIBYhBOYEaM5E1 3w/ zp/QcnHbxWV/3mWnBQJZ/s81AhsMAAOJEHHbXWV/ 3mWn
miML/1kdi2CpT13v9bDCn4 fokmHiY76sdeYuDmi7pqd7fm7WZgcmAlPLDmjAddgA
YEN7DWGKKX5ES5P0ODCNS5W 70k T jyXgDUMwuwpI90gwRaDF8gsZp84R9D%ar0/dFTgd
OtTO9Wh407rL10OPjLryyg4L2i7cyuMbohyM6ZEwr7XMjZokuUItoLj1d91EOh3HEL
BGmTucPs+mv1dCWdfZVcDpzmrVKeA7Ax60Cn3FCgTVCgFBoJDoSz+w5rKnZZ0KCg
sOD8Z0rIOx+YphyhdVéP/J4dBuVpeZKSXp3YiNWRsv8hEozfYtZCkgi+F/keD5E/
X6AKKLaCt06y23Mh7sRY+bpnFLgghn7L44YAv2SMr76EX+F9AZ59YfYaaOmbwaDw
z0ZScbVC+uGceR1ly3egkFxn2X2VXjP jgbkMiExkKE/ge7 jA4mReNgyok8iYyRwAYT
1fideiDOMKGhnwsAFPtFYP1Q7n+xHPI1iseVDQyNfDyUO08xlaeuRr89jKvwh0/6Xh
TRzalg==

=£96/

(continues on next page)
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6.8 Document History

This document is kept under revision control’’. For detailed history, please consult the git logs. This section
provides a high-level overview of what changed between revisions.

version 1.0.1
¢ added Terminology section
* added Document History section
 specify how to deal with using non-Autocrypt keys (stripping excess user IDs)
* minor language, markup, and orthography cleanup
version 1.0.0

* first complete specification
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